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ABSTRAK

Pada zaman moden ini, semakin banyak pekembangan teknologi, hingga menyebabkan hampir
90 peratus rakyat Malaysia menggunakan teknologi dalam kehidupan mereka. Kemudahan
aplikasi telefon pintar telah menyebabkan kita mendedahkan maklumat peribadi tanpa disedari
dalam alam maya. Akibatnya, maklumat peribadi kita telah dicuri oleh mereka yang tidak
bertanggungjawab dan cuba mengambil kesempatan atas kecanggihan teknologi yang ada pada
hari ini. Keadaan ini menyebabkan kita terperangkap lalu menjadi mangsa jenayah siber. Antara
perlakuan jenayah serta masalah sosial adalah seperti pornografi, penipuan, pelacuran,
penyeludupan, peras ugut, pelaburan haram, aktiviti seks bebas, rogol, mencabul kehormatan,
penyalahgunaan dadah dan sebagainya. Masyarakat perlu berwaspada terhadap trend terkini
jenayah siber melibatkan unsur-unsur ‘scam’ atau penipuan yang boleh menyebabkan kerugian
mencecah puluhan ribu ringgit kepada mangsa. Kerugian membabitkan jenayah siber sering
berkait rapat dengan angka kerugian yang besar berbanding kerugian jenayah harta benda
terutama apabila kegiatan itu berselindung di sebalik pekerjaan. Oleh itu kita perlu mengenal
pasti modus operasi yang dilakukan oleh kumpulan penjenayah siber ini agar dapat kita hindari
dan jauhi daripada terjebak dalam perangkap mereka.



ABSTRACT

In this modern age, there are more technological developments, causing almost 90 percent of
Malaysians to use technology in their lives. The convenience of smartphone applications has
caused us to disclose personal information unknowingly in cyberspace. As a result, our personal
information has been stolen by irresponsible people and try to take advantage of the
sophistication of technology available today. This situation causes us to be trapped and become
victims of cybercrime. Among the criminal acts and social problems are pornography, fraud,
prostitution, smuggling, extortion, illegal investment, free sex activities, rape, indecency, drug
abuse and so on. The public needs to be vigilant against the latest trend of cybercrime involving
elements of 'scam’ or fraud that can cause losses of tens of thousands of ringgits to victims.
Losses involving cybercrime are often closely linked to large loss figures compared to property
crime losses especially when the activity is disguised behind employment. Therefore, we need
to identify the mode of operation performed by this group of cyber criminals so that we can

avoid and stay away from getting caught in their trap.
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Introduction

CHAPTER 1

INTRODUCTION

The latest data from the Malaysian Ministry of Health reports that covid-19 virus has currently

invaded Malaysia with infecting 2,492,343 people and causing 96,099 confirmed deaths,

although 2,396,244 covid-19 patients have recovered. The last week case is alarming because

every day reported more than 3 thousand new cases of infected people. Indeed, if quantitatively

compared to the world's population of about 7.8 billion, the casualties seem small but of course
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Looking at the brief data above, it is not an exaggeration to say that the covid-19 pandemic
has had an unprecedented impact on the world, without exception. Not apart from the impact
of this pandemic is the crime rate and the map distribution (crime distribution rate) in various
parts of the world, both street crime (street or predatory crimes), as well as white collar crime
(white collar crime), individual crime and organized crimes, both crimes against persons and
property crimes. One of the key variables agreed upon as a very decisive variable in the number
and distribution of crime during this pandemic is the government's policy on social distancing,
lockdown, work from home, which in our country is modified into Large -Scale Social
Restrictions (PSBB). To limit the spread of COVID-19, this government regulation urges locals
to stay their distance. Of course, the policies that are transformed in this kind of order in each
country are different, some are accompanied by strict legal sanctions, and some are simply

given social sanctions.

1.2 Problem Statement
Cyber crime complaints increased 99.5% to 20,805 during the COVID-19 outbreak from 10,426
in 2019, according to crime statistics from the Department of Statistics Malaysia (DoSM).
DoSM says that the number of complaints about false elements went up by 117.6%, or 6,637,
compared to the number of complaints in 2019, which was 3,050. However, despite the increase
in cybercrime, physical crime decreased last year by 21.4% to 65,623 cases compared to 83,456
cases in 2019. Violent crime recorded a decrease of 19.5% to 13,279 cases while property crime
decreased 21.8% to 52,344 cases. This drop in crime is due to a number of Movement Control
Orders (MCO) that put limits on social activities and travel across country lines and borders.
The spread of Covid-19 has caused Malaysia's people to be disrupted to carry out various
activities due to having to carry out Large -Scale Social Restrictions (PSBB) as well as SOP
Movement Control Order (MCO) instructions from the National Security Council (NSC) which
is very long and staged. This has led to Malaysians doing their jobs and schoolwork from home,
potentially making them targets for cyber criminals. As a result, during the epidemic, some
people take advantage of the increased usage of web services to promote ideology and
perpetrate crimes. Most cases are money loans, SMS fraud, unpaid debt phone lines, and other
types of fraud that can cost Malaysians hundreds of thousands of ringgits, cyberbullying,

hacking, spam, and cyber intrusions.

17



Table 1.1 : Summary of problem faced by Malaysia’s people

No

Categorized

Problem

Effect

Student or

teenager

Commit cybercrime just for fun or
perform small actions such as
hacking passwords to get revenge

on their teachers or friends.

May cause cyberbullying such
as harassment or defamation of

others.

Children

Children who are still naive are
exposed to widespread sexual
exposure on online gaming

platforms.

Can make that child addicted to
pornography.

e

Adult

Make many online transactions for
online platforms or buy from
independent sellers who use third
party sites without checking the

origin.

Victims become blindsided by
the cheap prices of products
offered through advertisements
on social media, at the same
time there will be issues of
scammer or fraud and loss of

MOney.

Workers

Often use email, blog sites and new
technologies to work without any
vigilance in doing prevention and

how to overcome cvbercrime.

It is easy to steal data due to
corruption in data and damage
to software and computer

Systems

18



1.3  Objective

Based on the problem statements, the objectives of the research are:

I. To understand about criminology and criminal behaviour.

I. To identify the determine amount of fear of crime, security, and preventive action based

on responses.

I1l. To analyse applicable prevention techniques that has been taken based on responder.

14 Scope

I. User Scope
A. Students aged 9 to 17 years old who are exposed to mobile application.

B. Adults people that obsess with shopping online and use modern technologies.

I1. Survey Scope
A. Defined people's general knowledge about information of cybercrime
behaviour.
B. Define based on the unique position of people that will be investigated using
technologies to identify whether the difference in circumstances lead to specific

results.

I11. Development Scope
A. Online Survey Method (Google Form)
B. RStudio tool

C. R Project Programme

19



1.5  Significant

I. Children

Children can be given early exposure to the use of this increasingly sophisticated technology.
So, they can use these technologies well in the future.

I1. Parents / Adults

Parents can teach or observe the behaviour of their children's newly introduced technologies so
as not to be affected by unwanted things at home. Adults can protect their computer and

personal data in the best ways.

I11. Student

Students can reduce cyberbully cases by being given early prevention from the school or family.

IVV. Employee

Employees can prepare or precautions in dealing with cyber issues without any problems as

well as not bothering the workplace.

20



1.6 Report Organization

There are three chapters in this thesis:
1. Chapter 1

In this chapter, the researcher is discussing about the introduction of criminology of cybercrime
behaviour during Pandemic Covid 19 in Malaysia. Then, the researcher explains about the problem
statement that need to be developed. This thesis can achieve in this chapter by discover the problem

statement, objective, scope, and significance of the research.
2. Chapter 2

Chapter 2 briefly explains about the literature review on criminology of cybercrime behaviour
during pandemic COVID-19. The researcher also discussed three theories method that have been
used to prove to diminish crime by suing Situational Crime Prevention. At the end of this chapter,
the researcher is come out with the comparison between three theories that are related to this thesis.

3. Chapter 3

In chapter 3, the researcher discussed the methodology for criminology of cybercrime behaviour
during pandemic COVID-19. This project implements a research framework methodology. The
stages that are used in this project are Input, Output, Process description, Constraints and

limitations, and Case study.

21



CHAPTER 2

LITERATURE REVIEW

2.1  Introduction

As the usage and trust on information technology becomes more widespread in society, so does
the targeting and exploitation of computer systems. With more than one-fourth of the world's
population utilising the Internet, learning how to be safe online is becoming extremely important.
Because of the speed, ease, and anonymity of the internet, cyber crime is becoming a rapidly rising
activity. According to one recent research, one out of every five people has had personal
information stolen or an account compromised because of their online activity. Aside from online
identity theft and financial fraud, cyber crime may also include information piracy, forgeries, email
spoofing, stalking, bullying, and intellectual property crimes. With so many possible hazards
online, there are solutions to secure of people, children, and employee information from cyber
thieves. After all, cybercrime cannot be entirely eradicated. However, it is occasionally
preventable. It all begins with developing strong internet safety practices. Here are some theories

to help people better defend themself against cyber crime.

2.2  Overview

A research study of a few references on information cyber crime behaviour prevention will be
presented depth in this chapter, which is a literature review. There are five subtopics under this
chapter. In subtopic 2.1 has been discussed in detailed about criminology of cybercrime. In
subtopic 2.3 will review three existing theories that is related to this research. After that, the
comparison between three theories has been discussed under subtopic 2.4. Lastly, in subtopic 2.5,
the summary for the best three theories has been discussed for future used in cybercrime behaviour

during pandemic covid 19 in Malaysia.
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2.3 Situational Crime Prevention (SCP)

Situational Crime Prevention (SCP) is a criminological method that is proved to diminish crime
opportunities drawing from five main tactics containing 25 approaches. With global cybercrime
rising, practitioners and scholars are exploring SCP tactics and strategies to prevent malware and
cyber-enabled crimes. Recent study suggests that SCP can be used to combat cybercrime. However,
most of this research employs only a handful of the SCP strategies, and the SCP tactics and
cybercrime reduction are seldom linked. In this work, we assess the applicability of the whole
range of SCP cybercrime methods and describe how computer scientists, cybersecurity researchers,
and practitioners employ SCP principles to prevent and control cybercrime. This study defines
terminology, investigates the increase of cybercrime, and discusses the significance of SCP for
reacting to cybercrime using a targeted systematic review of 352 papers from the computer science,
criminal justice, and criminology literature using the PRISMA approach. The researchers

summarise SCP research on cybercrime and propose research gaps and future areas.

SCP was developed in the 1970s by researchers at the British government of criminal
research department, the Home Office Research Unit. It was defined as an event-focused strategy
to reducing criminal possibilities. SCP began as a collection of strategies aimed at certain types of
crime that changed crime event conditions to lessen the likelihood of crimes occurring. Clarke
(1995) developed 12 SCP approaches in 1992, which were divided into three broad tactics. Clarke
and Homel expanded these to 16 SCP approaches (grouped by four main tactics) (1997). Cornish
and Clarke (2003) then revised the list again, resulting in the present 25 SCP approaches. Figure
2 depicts the genealogical evolution of SCP approaches. Next, the five SCP general strategies and
25 SCP techniques are explained. Three criminological theoretical approaches are nicely aligned
with SCP principles: (i) routine activity theory, its original version described how macrosocial
changes created macro criminal chances; (ii) crime pattern theory, which discusses environmental
impacts and dynamic layers of travel at the highest level and how neighbourhood characteristics
affect crime possibilities; and (iii) the rational choice which works on a small scale and shows how

decisions are made at the individual level.

23



2.3.1 Routine Activity Theory

Routine activity theory is very closely connected with the ideas of Situational Crime Prevention
and has led to several theoretical insights that have helped come up with solutions to crime-related
problems over time. Work on the journey-to-crime utilising the idea of everyday activities, for
example, is a very important ally for SCP in explaining how offenders and targets meet without

guessing on their motives.

Targetfictim

Guardian

Figure 2.1 : Routine Activity Theory

2.3.2 Crime Pattern Theory

Similarly, crime pattern theory proposes that criminals exploit crime possibilities based on their
activity and understanding of places during routine trips to nodes (such as work, school, and home).
When these people’'s movement patterns and the physical environment come together, they create
"criminogenic environments” that the SCP can change to make it less likely that crime will happen.
Crime pattern theory indicates that offenders are more likely to commit crimes when their

consciousness zone crosses with eligible victims.

Work

P Activity Space

Target Areas
T

e Recreatifon

Figure 2.2 : Crime Pattern Theory
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2.3.3 Rational Choice Perspective

These three ideas tell that the important things about how chance blocking works that are relevant

to SCP. In rational choice theory, for example, people are considered to make judgments about

when, how, and where to commit crimes when the circumstances are beneficial to them. Goal of

creating adverse circumstances for SCP is thus discovered to dissuade sensible individuals from

breaking the law. Indeed, rational choice theories never condemn a criminal act as wanton, dumb,

or senseless but seek to understand the offender's aims. Rational choice theory examines how an

offender makes criminal choices based on a motivation in a situation that provides possibilities to

fulfil that goal. The red circle shows where these two people are likely to commit a crime.

2.4

Comparison Between Three Theories

Table 2.1 : The comparison of theories

stopped, it frequently
takes time and effort to
discover a new way to

offend.

farther than they
need to and do not
use unusual

methods to travel

ROUTINE PATTERN RATIONAL CHOICE
ACTIVITY THEORY THEORY PERSPECTIVE
Author Cohen and Felson 1979 | Brantingham 1993 | Clarke and Comish 1985,
Cornish and Clarke 1986
Benefit Each effectively This theory aids States that humans use
commuitted violation law enforcement in | rational calculations to
demands at the very figuring out why make rational choices.
least an offender with crime exists in
criminal tendencies as certain areas. It
well as the competence | helps predict where
to carry out those certain crimes may
impulses. ocour.
Limitation When a crime is Offenders go no It emphasises individual

activity. Individual
activity drives huge social
formations, yet this

explanation is limited.

Environmental

Suitable target,
Motivated Offender,
and absence of capable

guardian.

MNodes, Path, Edge

Victim, offender
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2.5 Summary of the theories

In this chapter, three theories that have been applied to implement the cybercrime prevention have
been reviewed and discussed in detail. Then, the comparison between the three theories have been
discussed. For the information cybercrime prevention will be used is based on the advantages of

three existing theories.

Crime Rational Choice Routine Activity Crime Pattern
Opportunties Theory ‘/Theoryx‘ Theory
Subjective the Level of Motivated Suitable Specific
Klements  Retun Perceived Risks Guardianship Offenders Targets Locations
Independent ﬁ
Variables Income | / \J \ \}
Chance of
Escaping :’;'f:c':' B‘:;r - “’; Prop. ;’f the Frequency of Visiting
) umber of Tweets otentia ;
indicating "Broken Windows" Offenders foc Diffacst Yo

(2) Sentiment Score

based on SDT

(3) Household Organization
(4) Ethnic Heterogeneity
(5) Residential Instability

Figure 2.3 : Show the acquisitive crime patterns
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CHAPTER 3

METHODOLOGY

3.1 Project Management Framework

This section will describe the methodology to be used. There are many methodologies that can
be defined but for this research will focus on Research methodology where to do any practical
part of the “how” of research. More precisely, it concerns the way researchers plan studies
methodically to produce accurate and reliable results that address the goals and objectives of
the research. In this chapter, a detailed explanation will be given on prevention techniques as

well as the features for this thesis.

RESEARCH

DESIGN

* Quantitative

« Correlational
DATA ANALY SIS
+ Correlation RESEARCH
+ Multiple Linear METHOD

regression « Survey

RESEARCH
INSTRUMENT

¢ Questionnaire

¢ (5-point Likert scale)

SAMPLING
TECHNIQUE
« Non-probability

Figure 3.1 : The Research Methodology

3.1.1 Research Design

The quantitative approach will be used for this thesis. This is a type of research that focuses on
objective things and is controlled by collecting and analysing data. A type of research in which
variables are measured with scientific and experimental tools. The RStudio test is used in a
study to try to explain, explain, or find the relationship between the variables. This study is an
inferential study, and the scores the respondents gave will be changed from a Likert scale to an
interval scale so that multiple linear regression analysis can be used as a test tool. So, 150

responder of Malaysia people or more will be answer the questionnaire to get the actual data.



3.1.2 Sampling Design

Instead of random sampling, the sampling design for this thesis will be based on the idea of
non-probability sampling. This is because this thesis will probably use convenience samples,
like surveys of people that have access to, like friends, family, or co-workers, instead of a
completely random sample, which may be hard to reach because of limited resources. Most of

the time, it cannot generalise the results of non-probability sampling.

3.1.3 Research Instrument

There are different ways to collect information for this thesis. Interviews (which can be
unstructured, semi-structured, or structured), surveys (online or in person), observation,
documents and records, and case studies are all ways to look at these possibilities. But the way
data is collected will depend on the overall goals and objectives of this thesis, as well as how
practical it is. This thesis is meant to be exploratory, by quantitative methods which mean using
questionnaire survey method. On the other hand, if the research wants to measure specific
variables or test hypotheses, it might want to use large-scale surveys that produce a lot of

numbers.

3.1.4 Data Analysis

Analysis techniques are categorised according to whether the research question is quantitative
in nature. In quantitative research, the methods of descriptive and inferential statistics are often
used to analyse data. In this thesis, the goals, and objectives, as well as the practicalities and

resource constraints, dictate how data is collected.

3.2  Project Requirement

3.2.1 Input
The input data is the dataset that will be taken from questionnaire of survey that been answer

from respondents.

3.2.2 Output
Output for this is data after processing that have been collected. All the result of survey will be
recorded and will determine the best prevention.

3.2.3 Process Description
The complete testing procedure consists of four parts. At begin, to collect this survey thesis, a

mixed-method approach, meaning qualitative and quantitative data from Malaysians, is
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required. Furthermore, the data that will be collected is a random sample of persons of all races
and ages. To avoid technical mistakes, clear data and calculate numerous data sets with various
tests. To reduce data mistakes, all manipulating variables should be examined as much as

feasible. Finally, data analysis is required to determine the accurate test findings.

3.2.4 Constraints and Limitations

The usage of the survey field for Web-Based Survey Tools, which is the Google Form, is a
constraint in this thesis. The Google Form can enable the answer to fill in the data entirely
unless the user sets it to satisfy the constraint, in which case the reply must rectify it before
continuing. Any boundaries or dangers that must be considered throughout the project's life

cycle are referred to as constraints in this thesis.

In the meanwhile, Data Protection and Data Security will be limited. Every Google Forms user
IS responsible for ensuring that replies are aware of and adhere to the fundamental Data
protection and security requirements. Human mistake, not technology error, is responsible for
most data privacy infractions. As a result, before using Google Forms, users should familiarise
themselves with the data protection regulations and functionalities and be aware of these

requirements.

3.2.5 Software Requirement

The table shown that software that have been required in this thesis.

Table 3.1: The software Requirement of the Research

Software Specification Purpose
Microsoft Office Word Wersion 365 Used for the report documentation.
Microsoft Office
Wersion 365 Used for preparing presentation material.

PowerPoint

Used to make Gantt chart of process
Microsoft Project Wersion 363 o .
finishing project.

Wersion Used for opening some document using pdf

Microsoft Edge
102.0.1245.33 format.

Being used to do some research regarding

Opera Browser Wersion 66
to the project.
Draw.io Wersion 19.0.0 To draw the flowchart for the thesis.
Wersion
R Studio Used for Survey Data analysis

2022.12.0-353
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3.2.6 Hardware Requirement

This thesis is identifying hardware for testing. The efficiency and usability of hardware in the

face of high-load data are critical and highly required. The hardware necessary for this study is

listed in the table below:

Table 3.2 : The Hardware Requirement of the Research

Hardware Specification Purpose

HP 14s-cf1058TX

O5: Window 11

Processor : AMD Ryzen™ 5 5500U (up Used for documentation,
Laptop to 4.0 GHz max boost clock, 8 MB L3 testing, development and

cache, 6 cores, 12 threads research of this thesis.

RAM : 4 GB DDE4-2400 SDRAM (1 x 4

GB)

Samsung A31]

CPU : Octa-core (2x2.0 GHz Cortex-AT75 | Used for on recording data
Smartphone & 6x1.7 GHz Cortex-A335) and documentation that also

GPU : Mali-G52 MC2 produce chart.

05 : Android 12, One UT 4.1

Apple iPhone X

CPU : Hexa-core 2.39 GHz (2x Monscon | Used for testing the survey
Smartphone + 4x Mistral) that will be conducted to

GPU: Apple GPU (three-core graphics) complete this research.

OS5 :10515.5
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3.3  Proposed Design

/

CYBER
SECURITY

from cybercrime

Learn more about protecting

v

v

Y
.. Cyber Fraud
Phising - .
= Security Prevention
Y
/ Learn more types of scams /
Common Emerging
Scams Scams
Cyber security & NO _“Areyoua YES Safety for children
Fraud prevention 2 > and teens
for worker -
NO YES
Safety for Student [«
Learn more about how l
frandsters and cvber Y

criminals targeting

Figure 3.2 : Flowchart of questionnaire knowledge responder
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3.4  Data Design

Based on the explanation provided earlier, its state that the data set that will be utilised in this

investigation will be obtained from survey that have been taken from responder.

Tirnestanp Ermnail Gender
11/22/202 khalilzulidk Male
114227202 syafigahsa Female
11422/202 shahmi.shy Male
11/22/202 farranadiai Female
11/22/202 khalilzulidF rale
114227202 nurulagilak Female
11/22/202 sharyrarmz Female
11/22/202 ik j1958¢ Male
1122202 samsulmus Male
114227202 izzatiazaha Female
114227202 nuraj2l02¢ Female
114227202 nurnajwal Female
117227202 azerimohd Male
117227202 moharmadt Male
117227202 nurulnabill Fernale
114227202 syarwani2é Female
11/22/202 anassulhi.r Male
11/22/202 syafigsams Male
11/22/202 asyrafzainc Male
117227202 evokhairul: Male
117227202 drnyshahz Male
11/22/202 lugmanhkr Male
114227202 gistinaam = Female
11/22/202 zaimhkm 22 Male
117227202 rmgtfhm @z Male
117227202 samsulhafi Male
11/22/202 mbukhaour: Male
114227202 syafigaherr Female
11/22/202 armalimanz Female
11/22/202 farshrmardl Female
11/22/202 eizzhairesi Male
114227202 nurulainar: Female

Age
18- 25 vears ald
18- 25 vears old
18- 25 vears old
18- 25 vears old
18- 25 vears ald
18- 25 vears ald
9-17 vears old
18- 25 years old
36 and above
26 - 35 years old
18- 25 vears old
18- 25 vears old
36 and abowve
18- 25 yearsold
18- 25 yearsold
26- 35 years old
18- 25 vears old
18- 25 vears old
18- 25 vears ald
18- 25 vears ald
18- 25 vears ald
18- 25 vears old
18- 25 vears old
18- 25 vears old
18- 25 vears ald
18- 25 vears ald
18- 25 vears ald
18- 25 vears old
18- 25 vears old
18- 25 vears ald
18- 25 yvears ald
26- 35 years ald

11/24/202 sjijiazizildt Male
117247202 baihaggiza Male
11/24/202 m.amiraka Male
11/24/202 impianadill Fern ale
1124202 hazierazair Fem ale
11/24/202 amiralokm Fernale
1124202 imran.shaz Male
11/24/202 sitinurfazlit Fern ale
117247202 thagifrosdi Male
1124202 ruhailiazaz Fermnale
11/24/202 rozalinabac Fern ale
11/24,202 gajushitam Fem ale
11/24/202 sulaimanbi Male
1124202 najpwa3079 Female
11/24 /202 muhdfirda Male
11/24/202 jannahazizl Fern ale
1124202 syakirrashi Male
11/24/202 aisyshmoh Fernale
117247202 ainabasyirz Fern ale
11/24/202 iya332175i Fernale
11/24/202 fadirazulhz Fern ale
1124202 haziggirfar Male
11/24/202 mnhafizah: Fern ale
1124202 nagib.razat Male
11/24,202 tH19014(@< Male
117247202 amirizwant Male
11/24,/202 2ulfawahid Fernale
11/24/202 imrantafad Male
1124202 nrmdihahs Fermn ale
11/24/202 fasabri22¢@ Male
11/24/202 najwazurai Fermnale
117244202 sityrahimal Fernale
11/24/202 zcrewd 8@ Male

18- 25 vears ald
18- 25 vears old
18- 25 vears ald
18- 25 vears ald
18- 25 vears old
18- 25 vears ald
18- 25 vears old
18- 25 vears ald
18- 25 vears old
18- 25 vears old
18- 25 vears ald
18- 25 vears old
16- 25 vears ald
18- 25 vears old
18- 25 vears ald
18- 25 vears ald
18- 25 vears old
18- 25 vears ald
18- 25 vears old
16- 25 vears ald
18- 25 vears ald
18- 25 vears old
18- 25 vears ald
18- 25 vears old
16- 25 vears ald
18- 25 vears old
18- 25 vears ald
18- 25 vears ald
18- 25 vears old
26- 35 vears ald
15- 25 vears old
18- 25 years old
18- 25 years old

Race

FAalay
FAalay
FAalay
FAalay
SETER
SETER
SETER
FAalay
ralay
FAalay
Cther
FAalay
Malay
Malay
Malay
FAalay
FAalay
FAalay
FAalay
FAalay
FAalay
FAalay
FAalay
FAalay
FAalay
FAalay
FAalay
FAalay
FAalay
SETER
SETER
SETER

Ialay
Ialay
IWalay
[METEN
COther
Ialay
Malay
IWalay
Ialay
Malas
Cther
[EEY
Ialay
Malay
IWalay
Ialay
Malas
Ialay
Ialay
Ialay
[METEN
[EEY
Ialay
[EEY
Ialay
Ialay
Ivlalay
Ialay
[EEY
Ialay
[EEY
IWalay
[METEN

Status

single
single
FAarrie d
Single
Single
Single
Single
kAarrie d
FAarrie d
single
single
PAarrie d
Single
Single
single
single
single
Single
Single
Single
single
single
single
Single
Single
Single
single
single
Single
Single
FAarrie d

Single
Single
single
Single
dingle
Single
single
single
Single
single
Single
dingle
Single
single
single
Single
single
Single
Single
Single
Single
dingle
Single
dingle
Single
Single
single
Single
dingle
Single
single
single
Single

Cccupation
Stude nt
student
Ermployed
Ermployed
Stude rt
Stude rt
Stude rt
Student
Ernployed
Ermployed
Stude nt
Stude nt
Ernployed

Unermployved

Stude nt
Ermployed
student
student
Stude nt
Stude nt
Stude nt
student
student
student
Stude nt
Stude nt
Stude nt
student
student
Stude rt
Stude rt
Ernployed

Student
Student
Student

P2
Agree

P3 Pa FS
Meutral  Agree Agree

PS5
Azree

Murn_child F1
Mo child ye sgree

Mo child ye Strongly Az Strongly &3 Meutral  Meutral  Strongly &g Strongly Ag

rmare than Strongy &z Strongly A3 Neutral Strongly Ag Meutral Agree
2- Schild Strongly Ag Stronghy A¢ Strongly Ag Strongly Ag Strongly &g Strongly &g

2-Schild Agree Agree Agree Agree Agree Agree

1 only chilc sgree Meutral  Agree Agree MNeutral Mevtral

Ernplayed

Studert

Ermployed
Ernploved

Student
Student
Studert
Student
Studert

Ernployed

Student

Ermnployed

Student

Ernploved

Student
Student
Student
Student
Studert
Student

Ernploved

Student

Ernployed
Ernployed

Student
Studert

Ermployed
Ernploved

Student
Student

Figure 3.3 : Dataset of respondent

According to the data set shown above, a significant detail of responder will have been recorded

between 9 to 35 above year olds. Each reason is explained by referring to the specific illegal

conduct that prompted it.
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Reported Incidents based on General Incident Classification Statistics 2020
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Figure 3.4 : General Incident Classification Statistics 2020 occurrences
The statistical data shown above demonstrates that the current number is higher than the one
that was recorded in the year 2019. The most prevalent kind of cyber crime during the time
period was fraud, followed by intrusion instances as the second most prevalent type. This
demonstrates that the COVID-19 epidemic that occurred this year has made more people who

depend on internet technology more susceptible to the danger of cyber assaults.

3.5  Proof of Initial Concept

Throughout the course of this investigation, doing this research in accordance with the Routine
Activity Theory, the Crime Pattern Theory, and the Rational Choice Perspective, which are all
different viewpoints within the discipline of criminology. Because of this will be able to
evaluate the comprehension of respondent by cybercriminal behaviour, which is important

given that most of the cyber crime originates from this conceptual theory.
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Table 3.3 : 25 Techniques Situational Crime Prevention (SCP)

INCREASE THE EFFORT

INCREASE THE RISKS

REDUCE THE
REWARDS

REDUCE POVACATIONS

REMOVE THE
EXCUSES

1. Target Harden

4 Steering Column locks
4 Anti-robbery screens
4 Tamper-proof packaging

6. Extend Guardianship

& Take routine precautions

4+ Cocoon neighbourhood
watch

11. Conceal Targets

4 Off-street parking

4 Gender-neutral phone
directories

4 Unmarked bullion
trucks

16. Reduced Frustration &
Stress
4 Efficient queues & polite
service
4 Expanded seating
4 Soothing music / muted
lights

21. Set Rules

4 Rental agreement
4 Harassment Codes
4 Hotel registration

2. Control Access to
Facilities

4 Entry phones

4 Electronic can access

4 Baggage screening

7. Assist Natural
Surveillance
4 Improved street lighting
% Defensible space design
4 Support whistle-blowers

12. Remove Targets
4 Removable car radio
4+ Women’s refuges
4 Pre-paid phone cards
for pay phones

17. Avoid Disputes

4 Separate encloses for rival
soccer fans

4 Reduce crowding in pubs

%+ Fixed cab fares

22. Post Instructions
4 No Parking
4 Private property
4 Extinguish campfires

3. Screen Exits

4 Ticket needed for exit

4 Export documents

4 Electronic merchandise
tags

8. Reduce Anonymity
4 Taxi driver IDs
4 How’s my driving?
Decals
4 School uniforms

13. Identify Property

# Property marking

4 Vehicle licensing &
parts marking

4 Cattle branding

18. Reduce Emotional Arousal

4 Controls on violent
pornography

# Enforce good behaviour on
soccer field

4 Prohibit racial slurs

23. Alert Conscience

+Roadside speed display
boards

4 Signatures for customer
declarations

4 Shoplifting is stealing

4. Deflect Offenders

4 Street closures

% Separate bathrooms for
women

4 Disperse pubs

9. Utilise Place Managers
4 CCTV for double-decker
buses
4 Two clerks for
convenience stores
4 Reward vigilance

14. Disrupt markets

4 Monitor pawn shops

4 Controls on classified
ads

4 License street vendor

19. Neutralise Peer Pressure

4 Idiot drink & drive

4 Its’s OK to say NO

# Disperse troublemakers at
school

24. Assist Compliance

4 Easy library check-out
4 Public lavatories

4 Litter Bins

5. Control Tools / Weapon

4 Smart guns

4 Disabling stolen mobile
phones

4 Restrict spray paint to
juveniles

10. Strengthen Formal
Surveillance

4Red light cameras
#Burglar alarms
4Security guards

15. Deny Benefits

4 Ink merchandise tags
4 Graffiti cleaning

& Speed humps

20. Discourage Imitation

4 Rapid repair of vandalism

4 V-chips in TVs

& Censor details of modus
operandi

25. Control Drugs &
Alcohol

4 Breathalysers in pubs
& Server intervention
4 Alcohol-free events

According to the data presented in the table above, the rational choice perspective lends support
to 25 different situational crime prevention techniques (for a more in-depth discussion of this
framework, which has been modified and established since the 1980s, see Clarke, 2017). The
concept of "target harden” is often all that is involved in crime prevention design, although it
encompasses a wide range of strategies that may lessen the elements that contribute to the
incidence of crime. These techniques have been demonstrated to be effective in reducing crime
rates. problems all over the globe over the course of the last 35 years by changing the risks,
benefits, efforts, justifications, and provocations that are associated with choices to offend.
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3.6 Methodologies Plan

Figure 3.5 : Logo of R Project and RStudio

As has been mentioned, this thesis makes use of the Questionnaire Survey technique, which
collects replies from several Malaysians via the use of Google Form. The R Project is a
technique that should be used to analyse the findings of the study. This approach is widely used
in a variety of fields, including educational research, market research, data mining, and many
others. It can make predictions for a wide range of data for the purpose of classifying individuals
and includes methods such as cluster analysis, factor analysis, and so on. In a nutshell, while
working with RStudio simplifies R programming. An integrated development environment
(IDE) for R is called RStudio, which mean is the R language powers RStudio. It has a console,
a syntax highlighting editor that executes code directly, planning, history, debugging, and
workspace management features. RStudio simplifies R communication for data science and

statistics.

3.7  Potential Use of Validation Plan

As previously stated, there are twenty-five approaches for preventing crime that are grouped
into five broad parts, each of which serves a distinct purpose in crime prevention activities.
However, as mentioned in the crime triangle, each strategy has the same goal: to limit the
probability and danger of crime, even if the offender is in one scope or near to the target. With
such a reduction strategy, prospective offenders or potential perpetrators may be limited in some

manner, either directly or indirectly.

Although SCP is primarily used as a concept for crime prevention in the physical world, it is
also applicable as a measure for the prevention of cyber crime within the framework of the
practise of cybersecurity. When applied to the realm of cyber crime, SCP measures centre their
attention on limiting and or denying criminals opportunity to commit offences, as well as
hindering their capacity to do so. Taking preventative actions against technical forms of cyber
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crime is an example of situational crime prevention. Malware detection programmes, firewalls,
which prevent unauthorised access by examining traffic and blocking traffic, and intrusion
detection systems, which enable the tracking of cyberattacks as well as unauthorised access and
use of systems, networks, data, services, and related resources are some examples of these

technical measures.

SCP is concerned with the likelihood that cybersecurity attacks may materialise at some time.
Consequently, these precautions are adopted since it is expected that dangers would materialise,
necessitating corresponding response. While SCP focuses largely but still not completely on
preventing crime, the truth is that even with these safeguards in place, criminal activity is likely
to occur. As a result of this potential, cybersecurity incident detection, response, and recovery

procedures are established.
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CHAPTER 4

IMPLEMENTATION, RESULT AND DISCUSSION

4.1 Introduction

This chapter discusses the production of conducting surveys. The survey prepared to assess the
effectiveness of Malaysians regarding cyber-attacks and the risk from the threat is still relatively
low. After conducting a survey, some Malaysians randomly felt that hacking and data theft did

not directly affect them. Thus, the relevant results were recorded for further justification.

4.2  Implementation Process

4.2.1 Research Objective
This study intends to to predict the criminology of cybercrime behaviour during pandemic covid

- 19 in Malaysia by examine Malaysians' awareness in the following aspects,

I. Student
Il. Parents/ Adults
I1l. Employee

4.2.2 Research Question

This investigation aims to provide a response to the following topic:

1. What is the present level of cybercrime behaviour in the criminology elements among
Malaysians in COVID-19?

4.2.3 Findings of the study

The results of the research pertaining to demographics will be provided in the next section.
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4.2.4 Demographic profile

There was a total of 142 persons from Malaysia included in this research, including 61 males
and 81 females. The following figures depict personal information provided by these 142
respondents, including their age, race, state, status, and profession.

AGE

36 and above

18-25years old

Figure 4.1 : Categorized of ages by the respondents
According to Figure 4.1, this is roughly the age that was considered for this survey on average.
Teenagers between the ages of 18 and 25 make up as much as 78.90% of the respondents to
this poll. Adults between the ages of 26 and 35 make up 9.20% of the respondents, while those
aged 36 and beyond make up 8.5%, meanwhile the percentage is only 3.50% for the group of
adolescents who are between the ages of 9 and 17 years old.

RACE

mMalay = Chinese mIndian Other

Figure 4.2 : Show the percentage of race in Malaysia based on respondents answer
As a result of the responses given by the respondents, the different racial groupings that may
be found in Malaysia are shown in Figure 4.2. This poll was responded to by a total of 94.40%
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Malay people in Malaysia, followed by 4% of people from other races, 3% of Chinese people,

and 1% of Indian people.

115
95
745
55
35
15
-5
STATUS
M@ Single 115
B Married 25
0 Widowed 1
[ Single Mother/Father il

Figure 4.3 : Categorized of status by the respondents
Figure 4.3 depicts the status of 142 respondents, who have been characterized as having a single
status 80.90% of the time, a married status 17.70% of the time, a widowed status 0.70% of the

time, and a single parent status 0.70% of the time.

OCCUPATION

o Student
m Employed
Unemployed

Figure 4.4 : Show the percentage of occupation respondents in Malaysia.
Figure 4.4 of the pie chart design that is shown above demonstrates that 56% of the respondents
are students. This is followed by 35% of the respondents who work, and the remaining 9% of

respondents do not have jobs.
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4.2.,5 Parenting Observation

This part is geared specifically for married people, who will evaluate the capabilities of parents
to monitor the online activities of their children as a form of both protection and prevention
against cybercrime. This displays a statement regarding the efficacy of the response to

determine the degree to which the parents agree with the assertion.

NUMBER OF CHILDREN

More than 5 Child
4%

2 to 5 Child
57%

Figure 4.5 : Show the total number of children according to the married group
respondent
Only 19.10% of the 142 people who responded to the survey are married, as seen in Figure 4.5.
According to the data, around one quarter of the respondents are married even though they are
still raising their own children. There are only 25% of respondents who are married but only
have one kid. This is followed by 57.10% of respondents who have between 2 and 5 children,

and only 3.60% of respondents have more than 5 children.
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Table 4.1 : Shows how vigilant parents monitor the technology that being used by their

kids.
Strongly Agree | Neutral |Disagree Very
No Ttem Agree (%) (%) (%) Disagree
(¥a) (%o)

Limited the amount of time
Pl 5.60 1.68 0.56 - -
their spend on gadget

Checked the browser history to
P2 4.20 2.80 0.84 - -
see which sites they visited

Do you know your children's
P3 i 3.08 1.68 2.80 0.28 -
online passwords

Do wou use internet filtering

b3
LA
]

P4 |software on all devices wyour 2.52 l.68 - -

child has access to

Do wou have an online rules
P5 ) ) .04 2.24 1.40 0.56 -
agreement with your child

Do vou know how many hours a
P6 | week your child spends chatting 2.52 1.96 3.36 - -

online with others

Is the devices your child uses
P7 | kept in a high traffic area in your 1.40 3.08 3.36 - -

home

Do you allow wour child to
PR 1.68 1.96 3.08 0.56 0.56
download any game apps

Does your child know of the
P9

]
"]
o]
]
LA
]
o]
L
[
=
b
el
1

safety tips

Table 4.1 demonstrates that some parents continue to neglect their children in items P5, P8, and
P9. Parents should establish limits on their children's internet usage while they are still in school
in order to keep them from getting hooked on it. However, 0.56% of parents do not set these
limits, and 1.40% of parents are "Neutral” about it. In response to question P8, 3.94% of parents
claimed they were okay with their kids' downloading games, while 3.08% of parents chose
"Neutral." Due to this, players may encounter gaming applications that need transactions
without recognizing it. Regarding question P9, 0.28% of parents said their kids were unaware
of safety precautions, whereas 2.52% of parents gave "Neutral™ as their answer. To stop the
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incidence of cybercrimes, parents must stop their kids from “strike the iron while it’s hot"

beginnings.

4.2.6 Cyber crime Experience
This part was developed so that an assessment may be made about the level of respondent

comprehension with respect to cybercrime.

Table 4.2: Show basic information from respondents.

No Item Yes (%0) | Maybe (%) | No (%)

Do wyou have prior knowledge about
Cl 32.40 35.20 32.40
criminology?

C2 Do yvou have any experience in cyber-crime? 41.50 17.60 40.80

Do you have antivirus software installed on
C3 62.00 18.30 19.70
yvour PC/Mac?

The data provided by the respondents, as shown in Table 4.2 above, is relatively inadequate,
notably for item C1. Only 32.40% of respondents are aware of the criminology that is taking
place in the surrounding area, while 32.40% are unaware of it and 35.20% are unsure. In
response to question C2, 41.50% of respondents said that they have been a victim of cyber
crime at some point in their lives. 62.00% of respondents were able to successfully install
antivirus software on their computers, indicating that they are aware of the possibility that their

computers may be infected with computer viruses.

Experinces of victim cyber crime

m1ti

m 2to 5 times

More than 5 times

Never

Figure 4.6 : Show the number of experienced being a victim by respondents
According to the poll that was carried out, 35% of the people who responded had never been a

victim of any kind of cyber crime. Only 26% of respondents have ever been victims of
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cybercrime, whereas 32% of respondents have been victims of cyber crime anywhere from two
to five times. In addition, seven percent of those who responded said that they had been the

target of cyber crime more than five times.

Type of cyber attack based on experiences

None

. -
Ransomware Attack - 10

Phising Attack 66

Hackers 35
Theft Information _ 28
Pornography 20
Cyber Gambling _ 16
0 10 20 30 40 50 60 70 80

Figure 4.7 : Show the experiences of cyber-crime by respondents
According to Figure 4.7, the sort of cyber crime that the respondent encountered the most often
was fraud, which accounted for 53.52%, followed by phishing attacks, which accounted for
46.48%. Only 24.65% of all crimes committed are considered hacking, 19.72% are considered
information theft, and 14.08% are considered pornographic. While 11.27% of respondents
believe that cyber gambling is the least serious offence, 7.04% believe that ransomware attacks
are the most serious. Surprisingly, 7.75% of respondents had never been the victim of any kind

of cyber-criminal incident.

Table 4.3: Show respondent’s experiences online.

Prefer Not to
No Item Yes (%) No (%)
Answer (%)
El I've been cyberbullied victim 51.12 4.26 146.26
E2 I've cyberbullied someone else 11.36 5.68 1584.60
E3 Someone else has pretended to me online. 52.54 - 149.10

Someone has sent/share me messages with
E4 73.84 - 126.38
sexual content.

I've been the victim of fraud online and lost
ES 15.46 - 154.78
MOoney.
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Due to the obvious responses provided by the respondents themselves, Table 4.3 illustrates how
hazardous this cybercrime is. 51.12% of respondents have reported having experienced
cyberbullying, according to item EL. If this keeps happening, the responder can experience any
emotional or bodily discomfort. While 11.36% of respondents to Item E2 acknowledged that
they have cyberbullied someone else despite knowing it was unethical to do so. 9.94% of
respondents also declined to answer to remain anonymous for Item E1 and E2. Additionally,
52.54% of respondents acknowledged that they had been impersonated by other users online.
Due to this, they may become the victim of fraud and other forms of victimization. In addition,
73.84% of responders to question E4 acknowledged receiving sexually explicit
communications. Then, Item E5 demonstrates that some respondents continue to lose money
while engaging in online activities because of believing or accepting threats from

cybercriminals.

4.2.7 Threat Severity Cyber crime
In the following paragraphs, we will discuss the likelihood of an individual being a victim of

cyber crime.

Table 4.4: Show the statement about threat vulnerability of respondents.

Very ) Very
e eutra isagree
Agre MNeuiral | Disag
No Item Agree Disagree
(%e) (%e) (%)
(%) (%)

Hawve you ever heard of someone
T1 93.72 83.78 118.46 - 4.26
being a victim of cybercrime

Hawve you ever been hacked
T2 | through email, social net or 26.98 39.76 5538 12.78 29.82

blogs

Do yvou allow others (Friends,
T3 | relatives) to use your personal 5.68 2E.40 51.12 15.62 73.84
ID.

Hawve you seen anything on the
T4 | news about people being 96.56 T3.84 2272 - 4.26

harassed online

Hawve you found someone using

wvour photo, profile, bank detail
TS 19.88 19.88 48.28 12.78 -
(In social network) or duplicating

vour personal details
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If vou have found someone using
T6 | your photo, profile, bank detail, 107.92 44.02 31.24 1.42 4.26

did you report to admin website

Do you feel safe about your

T7 | ) ) 11.36 25.56 62.48 15.48 63.90
information when you online
Have yvou ever lost money due to

TR ) 28.40 25.56 35.50 12.78 65.32
cyber crime
Do you think that the laws in

T9 | effect are able to control cyber 85.20 48.28 42.60 1.42 [1.36

criminal

Table 4.4 shows statements about threat vulnerability that have been answered by unsatisfactory
respondents such as in T3, T7 and T8. As shown that as many as 177.50% of respondents took
the issue of falling prey to cyber crime, T1. In T3, there are still 34.08% of respondents agreeing
to allow other people to use personal IDs while theft is easy to do if it applies. T7 said that is
there any security of details when online, 36.92% of respondents agreed saying it is safe if their
information is protected by Data Protection and Data Security (DPDS). For T8 as well, 53.96%
of respondents said they fell prey to money-losing scams due to this cyber crime that still needs

to be contained.

4.2.8 Self-Efficacy

This section explains how a respondent's capability to take precautions with their own
equipment relates to the process of taking preventative steps online as well as the comfort level
associated with doing so. This is the situation, and every one of the findings is the view of the

responder to agree with the assertion about self-efficacy.
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Trojan and Malware

Figure 4.8 : Show the situation of experiences by respondents
The lived of respondent experiences are shown in Figure 4.8 as they relate to various situations.
According to the circumstances, the percentage of respondents who are getting automatically
produced emails in their inboxes is greatest at 41.55%. The second problem is that 21.83% of
respondents have been infected with malware and trojans. This is followed by the publication
of cryptic content on profiles by 14.08% of respondents, and 7.75% of respondents have had
their sensitive reports and information stolen. A little less than half of those who responded had

never been in such a dilemma.
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Table 4.5: Show the rating of how good respondents protect their devices.

Ve Ve
i Good Poor 7y
No Item CGood Ok (%) Poor
NG %) |
(%) (%e)

Use strong password by using
51 12496 | 62.458 | 14.20 - -
combination of all.

Secure computer by activating the

52 firewall and use anti-virus/malware 102.24 | 65.32 | 28.40 4.26 1.42
software.

53 Block Spyware attacks. Q088 | 61.06 | 46.86 1.42 1.42

54 Secure mobile devices. 102.24 | 72.42 | 26.98 - -

Install the latest operating system and
55 100.82 | 71.00

software updates.

b
L
i
=)

4.26 -

Protect data by using encryption
56 92.30 | 6l.o6 | 40.86 | 1.42 -

sensitive files.

Review bank and credit card
57 113.60 | 52,54 | 2840 | 4.26 2.84
statementis regularly.

S8 Secure wireless network. 93.72 7242 | 31.24 1.42 2.54

The results for device of respondent patient care are shown in Table 4.5. Items S2, S3, S7, and
S8 do not provide sufficient outcomes when it comes to recommended practices for utilizing
gadgets. A quarter of the people who responded to the study said they did not use anti-virus and
firewall software to protect their computer. This is accurate; 153.33% of respondents use
sensitive files to encrypt their data to protect it from viruses. Additionally, 2.84% of respondents
do a bad job of protecting malware against attacks. In addition, 7.10% of respondents do not
routinely monitor their bank and credit card bills, even though 124.96% do so. As a result, if it
occurs, it will be impossible to tell the difference between a money withdrawal and receipt.
Even 4.26% of those surveyed failed to set up a secure wireless network, which might result in

wireless network line theft.
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Table 4.6: Cyber crime behavior of participants in online fraud concerns

Strongly Agree | Neuiral | Disagree Strongly
MNo Item Agree %) (%) %) Disagree
(%) (%)

Created a trustworthy online
Fl 34.08 39.76 | 65.32 32.66 29.82
friendship with strangers

lgnored emails from reputable
F2 | organizations with odd or excellent | 72.42 62.48 | 48.28 4.26 12.78

news

Respond to SMS messages
F3 | advertising competitions offering 26.98 1846 | 3692 35.50 H3.TH

significant prizes.

Wever rely on strangers' online
F4 119.28 | 44.02 | 24.14 7.10 7.10
identity disclosures

Wever think about paying any
F5 | money for services provided by an | 102.24 | 44.02 | 38.34 11.36 4.26

internet website.

Willing to agree with intermet pals
Fo ) 21.30 11.36 | 44.02 35.50 B9.46
requests to deposit money.

Aware of and capable of spotting
F7 _ ) 69.58 TLOO | 52.54 1.42 7.10
the most recent internet frauds

Accept strangers' photos on the
F& 21.30 2272 | 5396 32.66 T1.00
Internet.

Wouldn't hesitate to meet up with
F9 _ . 2840 | 21.30 | 56.80 21.30 T3.84
online pals in person.

There were unfavorable answers to four issues about online fraud. F6, 32.66% of respondents
were willing to provide online friends deposit money, while 44.02% of respondents selected
“Neutral ”. Only 25% of respondents agreed with the statement for item F7, "understanding
and capacity to spot the current online scam," while 52.54% of respondents said they were
“Neutral ” about the topic, with 8.52% of respondents choosing to disagree. Although 53.96%
of F8 respondents claimed to be “Neutral ”, researchers were perplexed given that 103.66% of
respondents said they did not trust images of strangers posted online. In F9, 49.70% of
respondents said they would be open to making acquaintances online, while 95.14 % said they

were against it.
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Figure 4.9 : Show the rating how respondents get advice about staying online
Number of times respondents provide their thoughts or seek assistance from others with greater
expertise when it comes to issues with the internet. According to Figure 4.9, most respondents
go to trusted friends and family members for guidance first, followed by websites and apps that
they can research on their own. There are also individuals who will seek the guidance of friends
who are more knowledgeable, particularly those who work in the area of information
technology. A total of 59 respondents said that they would like to get advice from the person
who is physically nearest to them, such as a brother or sister, while 31 respondents indicated
that they would prefer to get advice from their parents. As a result, 31 of the respondents
received exposure from their professors, while 11 of the respondent's received exposure from
their social workers. In addition, seven of the individuals who participated in the survey made
the decision not to seek guidance from anybody, which increases the likelihood that they may

encounter issues when using the internet.

® ‘erywell
® Wwell
Neither well nor inadequately
@ Inadequately
@ Notatall

Figure 4.10 : Show the school prepared for dealing with cyber threat
Figure 4.10 shows that over half of the respondents had early experience managing cyber issues,
which is beneficial for academic success. However, 34.50% of respondents think that the
exposure they get in school may not be enough to fulfil their expectations. 9.90% of respondents

reported receiving no instruction about how to prepare for dealing with cyber issues, while 6.40%
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of respondents felt unable to cope with cyber hazards they had been exposed to at school.
Therefore, if early whistleblowers are not provided, there are still plenty of responders who will

have expertise with cyber crime.

4.3  Testing and Result Discussion

In this part are where all methods that have been introduced in chapter 3 will be implemented
and test the process by the R Project Software using RStudio. The testing result shows the
success of the experiment that has been testing. The result will be different because it depends

on responder answer.

Other-

&
[

Malay - [ ]
Status

Married

iy
(o

& Single

Race

% Single Parent

Widowed
Indian -

Chinese - @;

! ! ! !
18 - 25 years old 26 - 35 years old 36 and above 9-17 years old

Age

Figure 4.11 : Show the result of respondent detail.
The figure above shows the result of the process in RStudio software. In Figure 4.11
demonstrates that those respondents classified as being in the childhood and teenage age ranges
are more likely to have a status of single, while those respondents classified as being in the

adult age range are more likely to have a status of married.
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4.3.1 Trial of testing for parent observation

Parenting Obzeration Parenting Obseraton
Limited the Amount of Time Ther Spend on Gadget Checked the Browser Fistory to See VWhich Sites they Visited

Parenting Obsenmation Parenting Obzensation
Parenting Knowing T heir Children'=s Online Passwords Using Intermet Filtering Sofware on Devices that Access

Parantin o Observation Parentin 5 Observation
Having Online RuleS Agresment with Children Know Chitdren Spend Chating Online Time
Parenting Observ: ation  Parenting Observation
The Devices Childien kept in High Traffic Area The Devices Children kept in High Traffic Area

Parenting Obse
s

L=] rvation
The Devices Children kept In High Traffic Area

Figure 4.12 : Result based on parent observation
As can be seen in Figure 4.12, a significant portion of the respondents who are married already
have careers of their own. This demonstrates that working parents are more aware of their
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surroundings and make every effort to prevent their children from being involved in undesirable

behaviours by always monitoring their whereabouts and activities.

4.3.2 Trial of testing for cybercrime experience

Cyber Crime Experience _ Cyber Crime Experience
Having Prior Knowledge About Criminology Having Any Experience in Cyber Crime

Oceupation

Cyber Crime Experience
Have Antivirus Software Installed on Device

Figure 4.13 : First trial testing of cyber crime experience
Figure 4.13 demonstrates that there are a greater number of teens who are employed while also
attending school. In addition, half of the respondents are aware of the actions associated with
criminology, while the other half of the respondents are still in the process of becoming familiar

with cyber crime.
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Figure 4.14 : Second Trial of cyber crime experiences

Ungr d
Age
c
18- 2yearsold 2
&
B 26-35yearsold S Student-
o
[ o o
36 and above 8
9-17 years old
Employed -
nemployed
Age
c
18-25yearsold S
54
B 26-35yearsold 2 Student-
o
B 38 and ahove 5
9-17 years old
Employed

Cyber Crime Experience
Someone Prenteded to be Online

ber Crime Experience
Fraud Online and Lost Money

Age
18- 24 years old
W 26- 35vears old
W 36 and above
917 years old

Age

18- 25 years old
™ 26- 35years old
B 36and above

9-17 years old

As shown in Figure 4.14, respondents aged 18 to 25 who are in school, working, or not working

all gave a negative response to the question of whether they have expertise regulating cyber

crime while online.
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4.3.3 Trial of testing for threat severity cyber crime

Threat Severity Cyber Crims Threat Sevarity Oyber Crime
Heard of Somecne Being a Victim of Cyber Crime Been Hacked Through Email, Social Net / Blogs

hreat Severity er Crime

Threat Severity Cyber Crime TI Syperc
Allow Others to use Personal 1D Seen Anything on the news about Feople Being Harassed Online
P Aqr
g -
Threat Severity Cyber Crime i Threat Severity Cyber Crime i
Found using of duplicat detail Found Someone Using Personal Detail and Report to Admin Website
a -
g
-
s e
Threat Severity Cyber Crime Threat Severity Cyber Crime
Feel Safe personal détail When Online Lost Money duse to Cyber Crime
a - - a -
Age
a
T Ta

Figure 4.15 : Result of trial testing for threat severity cyber crime
The findings that were published are shown in Figure 4.15 according to the severity of the

cybercrime threat. Considering this, the conclusion that teens should be prioritised has not
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changed; in this instance, the result shown that respondents picked all of the available response

categories.

4.3.4 Trial of Test for Self- Efficacy

Seiemeacy

Cremted T online = i wwith Ignored Emasils from o . i with N
Seif Efficacy Self Efficacy
to SMs Adverasing ¢ Offering Prizes Never Rely on Strangers: Oning Identity Disclosures

SelfEfficacy SairEmeas:
Naver think ABout Paying Any Money for Sarvdes Provided by an Intemet Websie bt © e with inte et B KL

Villing to Agree with intermet & Klque=t= to Depo=it Money
Seir Erficac Sl Effcacy
Asnrmre Cupable of Spoting the Mot Recent Intermet Frmoeds Accept Strangers’ Fhotos onthe Interme:

SaEmensy
VMouldn't Hasitate to Maat L with Online Sais in Person

Figure 4.16 : First trial testing for self-efficacy.

The findings that have been provided in terms of self-efficacy on the way in which respondents

maintain their gadgets are shown in Figure 4.16. This result demonstrates that each responder
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Figure 4.17 : Second trial testing for self-efficacy
The findings that have been provided in terms of respondents' self-efficacy on their awareness
of online fraud are shown in Figure 4.17. This result demonstrates that all of the respondents
still need a significant amount of details on this online scam. This is since the results shown in
the diagram reveal that practically all of the respondents provided responses that were either
Good or Ok.
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CHAPTER 5

CONCLUSION

5.1 Introduction

This chapter is going to provide a summary of the study project. By using the idea of situational
crime prevention, this study has been successful in accomplishing the goals that were outlined
in the previous section Situational Crime Prevention (SCP). According to the findings of the
study, most incidents that take place are attributable to SCP. In addition, in section 5.2, a more
in-depth summary of the benefits and drawbacks of utilising R Project Software to analyse
respondent data will be provided, and then, in section 5.3, an explanation of the study that will

be carried out in the subsequent section will be provided.

5.2 Research Constraint

According to this research, obtaining responses from people located throughout Malaysia is
somewhat challenging. This is because some Malaysians do not enjoy responding to surveys,
and another group of people are still unable to use modern technology. This is especially true
of veteran citizens and children who are still enrolled in school. In addition, the timeframe to
learn the new RStudio programme is insufficient since it has been used to finish the data
visualisation for this survey and also the problem when downloading this software. For this
RStudio Software, may download this programme from several different websites, but the vast
majority of them demand to pay, so in order to discover a website that does not charge students,
because need to create a lot of referrals from YouTube. In conjunction to that, being able to
learn something new and exerting a significant amount of effort to do so may both add to one's

knowledge.
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53 Future Work

There are several suggestions that can be executed for future improvements of this research.
The government needs to sensitize and create campaigns on early prevention of becoming a
cybercriminal or victim from school to work. This is the case because, according to the research,
a greater number of respondents preferred to obtain any advise from family and teachers rather
than performing any searches on the web or internet, even though we live in an era when

everything is at our fingertips.

Provides many antiviruses that are easy to install and free. Since many antivirus programmes,
like McAfee, SMADV, and others, demand an extremely high payment in order to make use of
all of the capabilities that are offered. Therefore, to protect students and staff from falling victim
to cybercrime, educational institutions and government authorities should make antivirus

programmes freely available to them.
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5.5.1 Gantt Chart
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| % | 4 PSM2Presentation 6days Mon 30/1/25un 5/2/23 L
Task I  Inactive Summary ! | Extemal Tasks
Split s Manual Task I Exiernal Milestone 4]
_ Milestone + Duration-only Deadline +
Project: Project1.mpp
Date: Sun 22/1/23 Summary I 1 Manual y Rollup Pragress
Project Summary =1 Manual Summary =1 Manual Progress
Inactive Task Start-anly C
Inactive Milestone Finish -only ]
Page 1

Figure 5.1 : The process of PSM
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5.5.2 Information Data of Output RStudio

> PO<- read_csv("Parentohserve. csw')
Rows: 27 Columns: 12
-- column specification - ---——-——-—--——

pelimiter: ",
chr (127: status, occupation, wWum_child, Pl, P2, P3, P4, PS5, P&, P...

i Use “spec)’ to retrieve the full column specification for this data.
i specify the column types or set “show_col_types = FALSE S to guiet this message.
> summary {Po)
Status Occupation Mum_Child
Length:27 Length:27 Length:27

Class :character Class :character Class :character

Mode :character Mode :character Mode :character
j=a i P2 P3

Length:27 Length:27 Length:27

Class :character Class :character Class :character

Mode :character Mode :character Mode :character
P F5 P&

Length:27 Length:27 Length:27

Class :character Class :character Class :character

Mode :character Mode :character Mode :character
P7 P& PG

Length:27 Length:27 Length:27

Class :character
Mode :character

Class :character
Mode :character

Class :character
Mode :character
= Vviewl(po)

Figure 5.2 : Summary Coding for Parenting Observation

9 data.R¥ PO SE [{d s data
Filter

Status Occupation ~ Num_Child P P2 P3 P4 P5 P6 P7 P8 2]
1 Married Employed 2.5 child sgree sgree Agree Heutral Heutral Meutral Heutral sgree sgree
2 Martied Employed 1 anly child Agree Heutral Agree Agree Heutral Neutral Heutral Strangly Agree  Neutral
3 Married Employed Mo child yet Strangly Agree  Strongly Agree | Strongly Agree  Strongly Agree  Strongly Agree | Agree sgree Heutral Heutral
4 Married Employed Mo child yet Strangly Agree | Strongly Agree | Neutral Heutral Strangly Agree | Strongly Agree  Neutral Heutral Heutral
5 Martied Employed 2.5 child sgree sgree Agree sgree sgree Agree sgree Heutral sgree
6 Martied Unemployed 1 only child Strangly Agree | Agree Disagree Agree Disagree Neutral Agree Very Disgree Disagree
T Married Unemployed  2- 5 child Strangly Agree | Agree Meutral sgree Disagree Meutral Heutral Heutral Heutral
8 Married Unemployed  2- 5 child Strangly Agree | Agree Strongly Agree  StronglyAgree  Strongly Agree  Agree sgree Heutral sgree
9 Martied Employed mare than 5 child  Strongly Agree  Strongly Agree  Neutral Strangly Agree  Neutral Agree Strangly Agree | Agree Heutral
10 Married Employed 2.5 child Strangly Agree  Strongly Agree | Strongly Agree  Strongly Agree  Strongly Agree | Strongly Agree  Neutral Strangly Disagree  Strongly Agree
1 Married Unemployed 1 only child Agree Agree Agree Agree Agree Neutral Agree Disagree Agree
12 Martied Employed 2.5 child Strangly Agree  Strangly Agree | Strongly Agree  Strongly Agree  Strangly Agree | Strongly Agree  Strongly Agree  Strongly Agree  Strongly Agree
13 Married Employed 2.5 child Strangly Agree | Strongly Agree | Neutral Strangly Agree  Stranaly Agree | Strongly Agree  Agree Strangly Agree  Strongly Agree
14 Married Employed 2.5 child Strangly Agree  Strangly Agree | Strongly Agree  Strongly Agree  Strangly Agree | Strongly Agree  Agree sgree sgree
15 Martied Employed 1 anly child Strangly Agree  Strongly Agree | Agree Agree Agree Agree Agree Agree Agree
16 Widowed  Employed 2.5 child Strangly Agree  Strongly Agree | Strongly Agree  Strangly Agree | Agree Meutral sgree sgree sgree
17 Married Student Mo child yet Strangly Agree  Strongly Agree | Strongly Agree  Strongly Agree  Strongly Agree  StronglyAgree  Strongly Agree  Strongly Agree  Strongly Agree
18 Married Unemployed  2- 5 child Heutral Strangly Agree  Neutral Heutral Heutral Meutral Heutral Heutral Heutral
19 Married Employed 2.5 child Strangly Agree | Agree Meutral sgree sgree Meutral Heutral Heutral Strangly Agree
20 Married Unemployed  2- 5 child Heutral Heutral Neutral Heutral Heutral Neutral Heutral Heutral Heutral
21 Martied Employed Mo child yet Strangly Agree  Strongly Agree  Neutral Heutral Heutral Meutral Heutral Heutral Heutral
22 Married Unemployed Mo child yet Strangly Agree  Strongly Agree | Strongly Agree  Strongly Agree  Strongly Agree  StronglyAgree  Strongly Agree  Strongly Agree  Strongly Agree
23 Martied Employed Mo child yet Strangly Agree  Strongly Agree  Neutral Heutral Strangly Agree  Neutral Strangly Agree  Neutral Heutral
24 single Farent Employed 2.5 child Agree Agree Agree Agree Agree Agree Agree Disagree Agree
25 Married Unemployed  2- 5 child Strangly Agree  Strongly Agree | Strongly Agree  Strongly Agree  Strongly Agree | Strongly Agree  Neutral Strangly Agree  Strongly Agree

Showing 1 to 26 of 27 entries, 12 total columns

Console  Terminal Jobs

~fresponders
= Wisw(Po)
>

Figure 5.3 : View detail of Parenting Observation Data
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» CCE<- read_csv("Cybercrime_Experience.csw")

ROWS :

pelimiter: ",

142 Columns:
-- Ccolumn specification

12

chr (123: aAge, Occupation, C1, C2, C3, Experience, Type_Exp, El, E...

X

5
> summary(CCED

Age Occupation cl
Length:142 Length:l42 Length:142
Class :character Class :character Class :character
Mode :character Mode :character Mode :character
c2 C3 Experience
Length:142 Length:l42 Length:142
Class :character Class :character Class :character
Mode :character Mode :character Mode :character
Type_Exp EL E2
Length:142 Length:l42 Length:142
Class :character Class :character Class :character
Mode :character Mode :character Mode :character
E3 E4 ES
Length:142 Length:l42 Length:142
Class :character Class :character Class :character
Mode :character Mode :character Mode :character
= View(CCED)
>
Figure 5.4 : Summary Coding for Cybercrime Experience
O data.R* CCE TS data
Filter
Age Occupation 1 2 3 Experience Type_Exp E1 E2 E3
1 18- 25yearsald Student Mo Maybe Ves 1 time Theft Information, Hackers Yes Mo Mo
2 18- 25 years old  Student Yes Yes Yes 2- Stimes Fraud, Phising Attack Mo Mo Yes
3 13- 25years old Employed Ves ez Mo Mever Fraud, Cyber Gambling, Pamography, Phising Attack Mo ez Ves
4 13- 25years old  Employed Ves Mo Ves Mever Phising Attack Mo Mo Mo
5 18- 25 years old  Student Mo Yes Yes 1 time Theft Information, Phising Attack, Ransomeware Attack Yes Mo Mo
6 18- 2Syearsold Student Yes Maybe Ves 2- Stimes Phising Attack Mo Mo Mo
T 9-17years old Student Maybe Mo Maybe Mever Fraud Prefer not to answer  Prefer not to answer Mo
8 18- 2Syearsold Student Mo Mo M Mever Phising Attack Mo Mo Mo
9 36and abowe Employed Ves Yes Ves 2- Stimes Phizing Attack Mo Mo Ves
10 28- 3Syears old Employed Yes Yes Yes More than 5 times  Phising Attack Mo Mo Mo
11 18- 2Syearsald  Student Mo Mo M Mever Hackers, Phising Attack Mo Mo Mo
12 18- 25years old  Student Maybe Yes Yes 2- Stimes Fraud, Phising Attack Mo Mo Mo
13 36andabowe  Employed Mo Mo Mo 2. Stimes Fraud, Cyber Gambling, Hackers, Phising Attack Mo Mo Mo
14 13- 25years old  Unemployed Mo Yes Yes 2- Stimes Fraud, Cyber Gambling, Pornography, Hackers, Phising .. Ves Mo Yes
15 18- 25years old  Student Maybe Yes Yes 1 time Fraud Mo Mo Mo
16 26- 35 years ald Employed Maybe Yes Ves 2. Stimes Fraud, Theft Infarmatian, Hackers, Phising Attack Mo Mo Mo
17 18- 25 yearsold  Student Ves Yes Ves 2- Stimes Cyber Gambling, Theft Information, Phising Attack Ves Mo Ves
18 15- 2Syearsald Student Mo Mo Yes 1 time Fraud Yes Mo Mo
19 18- 25 years old  Student Mo Yes Yes More than 5 times  Fraud, Theft Information, Phising Attack Yes Mo Yes
20 18- 25 yearsold Student Maybe Maybe Maybe Mever Fraud, Cyber Gambling, Pomography, Theft Information,... Mo Mo Ves
21 18- 2Syearsald Student Maybe Yes Ves 2. Stimes Fraud , Cyber Gambling, Parnagraphy, Theft Infarmation...  Ves ez Ves
22 18- 25 yearsold Student Maybe Mo Ves Mever Cyber Gambling, Pamography Mo Yes Mo
23 18- 25yearsold  Student Mo Mo Maybe 2- 5times Hackers, Phising Attack Yes Mo Yes
24 18- 25years old  Student Maybe Yes Yes 2- Stimes Fraud, Phising Attack Mo Mo Mo
25 18- 25years old  Student Mo Mo Yes Mever Phising Attack Mo Mo Mo

Showing 1to 26 of 142 entries, 12 total columns

Console  Terminal Jobs

~frespondets

= Wiew(CCE)
P

Use “spec)’ to retrieve the full column specification for this data.
specify the column types or set “show_col_types =

Figure 5.5 : View data of Cybercrime Experience Data

FALSE  to guiet this message.

Min

Mo
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S, el
= Ts<- read_csv("Threat_severity.csv")

Rows : 142 C

pelimiter:

olumns :

11
-- Column specification —-

chr 11): Age, occupation, T1, T2, T3, T4, TS5, T6, T7, T8, TS

= wiew(Ts)
-

i Use “spec()’ to retrieve the full column specification for this data.
i specify the column types or set “show_col_types =
> summary(Ts)
Age Sccupation T1
Length:l42 Length:142 Length:142
Class :character Class :character Class :character
Mode :character Mode  :character Mode :character
T2 T3 T4
Length:142 Length:142 Length:142
Class :character Class :character Class :character
mode :character mode  :character mode  :character
TS Ta T7
Length:l42 Length:142 Length:142
class :character Class :character Class :character
mode :character Mode :character Mode :character
TE TS
Length:l42 Length:142
Class :character Class :character
Mode :character Mode  :character

FALSE™ to guiet this message.

Figure 5.6 : Summary Coding for Threat Severity Cybercrime

O data.R* TS data
Filter
Age Occupation m

1 18- 2Syearsold Student Agree

2 18- 25yearsold  Student Strongly Agree
3 18- 25yearsald Employed Strongly Agree
4 18- 25yearsold Employed Strongly Agree
5 18- 25yearsald Student Agree

6 18- 25yearsold Student Strongly Agree
T 9-17years old Student Meutral

8 18- 25yearsald Student Agree

9 36andabove  Employed Strongly Agree
10 26- 35yearsold Employed Agree

11 18- 25 yearsold  Student Strongly Agree
12 18- 25yearsold Student Strongly Agree
13 36andabove  Employed Agree

14 13- 25yearsold Unemployed  Strongly Agree
15 18- 25yearsold Student Strongly Agree
16 26- 35 years old Employed Agree

17 18- 25yearsold Student Strongly Agree
18 18- 25years old  Student Meutral

19 18- 25yearsold Student Strongly Agree
20 18- 25years old Student Strongly Agree
21 18- 25years old  Student Strongly Agree
22 18- 25yearsald  Student Agree

23 18- 25yearsold Student Strongly Agree
24 18- 25yearsald  Student Agree

25 18- 25yearsold  Student Agree

Showing 1to 26 of 142 entries, 11

Console  Terminal Jobs

~fresponder/
= view(Ts)
>

total columns

T2

Agree

Strongly Agree
Disagree

Strongly Disagree
Disagree

Strongly Disagree
Meutral

Agree

Meutral

Disagree

Strongly Agree
Strongly Disagree
Agree

Strongly Agree
Disagree

Strongly Disagree
Agree

Meutral

Agree

Strongly Agree
Strongly Agree
Disagree

Strongly Agree
Meutral

Agree

RE]

Strangly Disagree
Strangly Disagree
Agree

Meutral

Strangly Disagree
Strangly Disagree
Agree

Meutral

Agree

Strangly Disagree
Strangly Disagree
Meutral

Meutral

Disagree
Strangly Disagree
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Strangly Agree
Meutral

Strangly Disagree
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Meutral

Agree

T4
Agree
Agree

Strongly Agree
Strongly Agree

Agree

Strongly Agree

Meutral
Agree
Meutral

Metral

Strongly Disagree
Strongly Disagree

™ T
Disagree Strangly Agree
Strongly Agree  Strongly Agree
Strongly Disagree  Agree
Meutral Strangly Agree
Disagree Strangly Agree

Strongly Disagree  Strongly Agree

Agree Heutral
Agree Agree
Meutral Strangly Agree
Neutral Heutral

Strongly Disagree  Strongly Agree

StronglyAgree  Strongly Disagree

Agree Agree Agree
Strongly Agree  Agree Agree
Strongly Agree  Meutral Strangly Agree
Strongly Agree  Agree Disagree
Strongly Agree  Meutral Neutral
Meutral Meutral Meutral
Strongly Agree  Agree Strangly Agree
Strongly Agree  Strongly Disagree  Heutral
Strongly Agree Strongly Agree Strangly Agree
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Meutral
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Meutral
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Strongly Disagree
Strongly Agree
Agree

Meutral
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Meutral
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Figure 5.7 : View Detail of Threat Severity Cybercrime Data
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= SE<- rééd_csv("seWF_EFficacy.csvﬂj

ROWS

pelimiter:

142 Ccolumns:
-- Column specification

21

chr €210: age, occupation, Exp_situation, =1, s2, 3, 54, S5, 6, ...

—

E
> sUmmary(se)
Age
Length:142
Class :character
Mmode :character
sl
Length:142
Class :character
Mmode :character
54
Length:142
Class :character
Mmode :character
57
Length:142
Class :character
Mmode :character
F2
Length:142
Class :character
mode :character
F&
Length:142
Class :character
mode :character
F&
Length:142
Class :character
mode :character
> View(SE)
S

@ | data,R* SE
Filter

occupation

Length:l42

Class :character

Mode  :character
=

Length:l42

Class :character

Mode  :character
=]

Length:l42

Class :character

Mode  :character
=8

Length:l42

Class :character

Mode  :character
F3

Length:l42

Class :character

mMode :character
F&

Length:l42

Class :character

mMode :character
F&

Length:l42

Class :character

mMode :character

Exp_situation

Length:l42

Class :character

mode  :character
3

Length:l42

Class :character

mode  :character
=1

Length:l42

Class :character

mode  :character
F1

Length:l42

Class :character

mode  :character
F4

Length:l42

Class :character

mode :character
F7

Length:l42

Class :character

mode :character

Advice

Length:l42

Class :character

mode :character

Use “szpec()’ to retrieve the full column specification for this data.
specify the column types or set “show_col_types =

Figure 5.8 : Summary Coding for Self-Efficacy

TS data

Age

18- 25 years old
18 - 25 years old
18 - 25 wears old
18- 25 years old
18 - 25 years old
18 - 25 years old

wom o A wN

917 years old
18 - 25 years old

v ®

36and above

A0 26- 35 years old
11 18- 25 years old
12 18- 25 years ald
13 36and above

14 18- 25 years old
15 18- 25 years old
16 26- 35 years ald
17 18- 25 years old
18 18- 25 years old
19 18- 25 years ald
20 18- 25 years old
21 18- 25 years old
22 18- 25 years old
23 18- 25 years old
24 18- 25 years old

5 1R- 25 wears nid

Occupation
Student
Student
Emploved
Employed
Student
Student
Student
Student
Employed
Employed
Student
Student
Employed
Unemployed
Student
Employed
Student
Student
Student
Student
Student
Student
Student
Student

Sturdent

Exp_Situation

Trojan or makware, Auto generated mails to your inbox f..
Trojan or makware, Auto generated mails to your inbox (...
Trojan or mahware, Auto generated mails o wour inbox .,
Mewer experienced such situation (Tidak pernah mengala..,
Trojan or makware, Auto generated mails to your inbox (...
Auto generated mails to your inbox [Mel yang dijana sec..
Publishing ohscure material on your profiles (Menerbitk...
Mewer experienced such situation (Tidak pernah mengala..,
Mever experienced such situation (Tidak pernah mengala...
Mewer experienced such situation (Tidak pernah mengala..,
Mewer experienced such situation (Tidak pernah mengala..,
Mever experienced such situation (Tidak pernah mengala...
Auto generated mails to your inbox [Mel yang dijana sec..
Trojan or makware, Canfidential reports/ Infarmation bei...
Mewer experienced such situation [Tidak pernah mengala..,
Trojan or makware, Auto generated mails to your inbox (...
Trojan or makware, Auto generated mails to your inbox f..
Mewer experienced such situation (Tidak pernah mengala..,
Trojan or makware, Auto generated mails to your inbox (...
Auta generated mails to your inbox [Mel yang dijana sec..
Auto genersted mails to your inbox (Mel yang dijana sec..
Mever experienced such situation (Tidak pernah mengala...
Confidential reports/ Information being hacked (Lapora..,
Publishing ohscure material on your profiles (Menerbitk...

Newer exnerieneed surk situatinm Midak nemah mennala..

Showing 1to 25 of 142 entries, 21 total columns

Console  Terminal

~frespanders
= View(SE)
>
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Figure 5.9 : View Detail of Self-Efficacy Data

FALSE™ to guiet this message.
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5.5.3 Coding for RStudio

install.packages("readr")

library(readr)

data<- read_csv("responder/Data.csv")
summary/(data)

View(data)

setwd("C:/Users/syafi/OneDrive/Documents/responder™)

install.packages("tidyr")
install.packages("dplyr")
install.packages(“tidyverse™)
install.packages("ggplot2")
install.packages(“readr")
install.packages("gridExtra™)
library(tidyr)

library(dplyr)
library(tidyverse)
library(ggplot2)
library(readr)
library(gridExtra)

data<- read_csv("Data.csv")
summary(data)

View(data)

ggplot(data,aes(x=Age, y=0Occupation))+geom_point()
ggplot(data,aes(x=Age, y=Occupation,col=Status))+geom_point()
ggplot(data,aes(x=Age, y=Occupation,col=Status))+geom_point(shape=15, size=4)

ggplot(data,aes(x=Age, y=Occupation,col=Status))+geom_point(shape=15, size=4) + ggtitle("Data

response Analysis \n Data Source : Google Form Survey")

ggplot(data,aes(x=S1, y=Status,col=Occupation))+geom_point(shape=15, size=4) + ggtitle("Data
response Analysis \n Data Source : Google Form Survey") + theme(plot.title = element_text(size=14,
lineheight = 0.8,hjust = 0.5))
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ggplot(data,aes(x=Age, y=Type_Exp,col=Occupation))+geom_point(shape=15, size=0.5) + ggtitle("Data
response Analysis \n Data Source : Google Form Survey™) + theme(plot.title = element_text(size=14,
lineheight = 0.8,hjust = 0.5))

PO<- read_csv("ParentObserve.csv")
summary(PO)
View(PO)

ggplot(PO,aes(x=P1, y=Status, col=Occupation))+geom_point(shape=15, size=3) + ggtitle("'Parenting
Observation \n Limited the Amount of Time Their Spend on Gadget") + theme(plot.title =
element_text(size=14, lineheight = 0.8,hjust = 0.5))

ggplot(PO,aes(x=P2, y=Status,col=Occupation))+geom_point(shape=15, size=3) + ggtitle("'Parenting
Observation \n Checked the Browser History to See Which Sites they Visited") + theme(plot.title =
element_text(size=14, lineheight = 0.8,hjust = 0.5))

ggplot(PO,aes(x=P3, y=Status,col=Occupation))+geom_point(shape=15, size=3) + ggtitle(""Parenting
Observation \n Parenting Knowing Their Children's Online Passwords") + theme(plot.title =
element_text(size=14, lineheight = 0.8,hjust = 0.5))

ggplot(PO,aes(x=P4, y=Status,col=Occupation))+geom_point(shape=15, size=3) + ggtitle("Parenting
Observation \n Using Internet Filtering Software on Devices that Access”) + theme(plot.title =
element_text(size=14, lineheight = 0.8,hjust = 0.5))

ggplot(PO,aes(x=P5, y=Status,col=Occupation))+geom_point(shape=15, size=3) + ggtitle("Parenting
Observation \n Having Online Rules Agreement with Children") + theme(plottitle =
element_text(size=14, lineheight = 0.8,hjust = 0.5))

ggplot(PO,aes(x=P6, y=Status,col=Occupation))+geom_point(shape=15, size=3) + ggtitle("Parenting
Observation \n Know Children Spend Chatting Online Time") + theme(plot.title = element_text(size=14,
lineheight = 0.8,hjust = 0.5))

ggplot(PO,aes(x=P7, y=Status,col=Occupation))+geom_point(shape=15, size=3) + ggtitle("Parenting
Observation \n The Devices Children kept In High Traffic Area™) + theme(plot.title =
element_text(size=14, lineheight = 0.8,hjust = 0.5))

ggplot(PO,aes(x=P8, y=Status,col=Occupation))+geom_point(shape=15, size=3) + ggtitle("Parenting
Observation \n Allowing Children To Sownload Any Game Apps") + theme(plottitle =
element_text(size=14, lineheight = 0.8,hjust = 0.5))

ggplot(PO,aes(x=P9, y=Status,col=Occupation))+geom_point(shape=15, size=3) + ggtitle("Parenting
Observation \n Children Know of the Safety Tips") + theme(plot.title = element_text(size=14, lineheight
= 0.8,hjust = 0.5))

CCE<- read_csv("CyberCrime_Experience.csv")

summary(CCE)
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View(CCE)

ggplot(CCE,aes(x=C1, y=Occupation,col=Age))+geom_point(shape=15, size=3) + ggtitle("Cyber Crime
Experience \n Having Prior Knowledge About Criminology") + theme(plot.title = element_text(size=14,
lineheight = 0.8,hjust = 0.5))
ggplot(CCE,aes(x=C2, y=0ccupation,col=Age))+geom_point(shape=15, size=3) + ggtitle("Cyber Crime
Experience \n Having Any Experience in Cyber Crime") + theme(plot.title = element_text(size=14,
lineheight = 0.8,hjust = 0.5))
ggplot(CCE,aes(x=C3, y=0Occupation,col=Age))+geom_point(shape=15, size=3) + ggtitle("Cyber Crime
Experience \n Have Antivirus Software Installed on Device") + theme(plot.title = element_text(size=14,
lineheight = 0.8,hjust = 0.5))

ggplot(CCE,aes(x=E1, y=Occupation,col=Age))+geom_point(shape=15, size=3) + ggtitle("Cyber Crime
Experience \n Beening Cyberbullied Victim") + theme(plot.title = element_text(size=14, lineheight =
0.8,hjust = 0.5))

ggplot(CCE,aes(x=E3, y=Occupation,col=Age))+geom_point(shape=15, size=3) + ggtitle("Cyber Crime
Experience \n Someone Prenteded to be Online™) + theme(plot.title = element_text(size=14, lineheight =
0.8,hjust = 0.5))

ggplot(CCE,aes(x=E4, y=Occupation,col=Age))+geom_point(shape=15, size=3) + ggtitle("Cyber Crime
Experience \n Someone sent A Sexual Content Message™) + theme(plot.title = element_text(size=14,
lineheight = 0.8,hjust = 0.5))

ggplot(CCE,aes(x=E5, y=Occupation,col=Age))+geom_point(shape=15, size=3) + ggtitle("Cyber Crime
Experience \n Victim of Fraud Online and Lost Money") + theme(plot.title = element_text(size=14,
lineheight = 0.8,hjust = 0.5))

TS<- read_csv("Threat_Severity.csv")
summary(TS)
View(TS)

ggplot(TS,aes(x=T1, y=Occupation,col=Age))+geom_point(shape=15, size=3) + ggtitle("Threat Severity
Cyber Crime \n Heard of Someone Being a Victim of Cyber Crime") + theme(plot.title =
element_text(size=14, lineheight = 0.8,hjust = 0.5))

ggplot(TS,aes(x=T2, y=Occupation,col=Age))+geom_point(shape=15, size=3) + ggtitle("Threat Severity
Cyber Crime \n Been Hacked Through Email, Social Net / Blogs") + theme(plot.title =
element_text(size=14, lineheight = 0.8,hjust = 0.5))

ggplot(TS,aes(x=T3, y=0Occupation,col=Age))+geom_point(shape=15, size=3) + ggtitle("Threat Severity
Cyber Crime \n Allow Others to use Personal ID") + theme(plot.title = element_text(size=14, lineheight
= 0.8,hjust = 0.5))
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ggplot(TS,aes(x=T4, y=0Occupation,col=Age))+geom_point(shape=15, size=3) + ggtitle("Threat Severity
Cyber Crime \n Seen Anything on the news about People Being Harassed Online™) + theme(plot.title =
element_text(size=14, lineheight = 0.8,hjust = 0.5))

ggplot(TS,aes(x=T5, y=Occupation,col=Age))+geom_point(shape=15, size=3) + ggtitle("Threat Severity
Cyber Crime \n Found Someone using or duplicate Personal detail ") + theme(plot.title =
element_text(size=14, lineheight = 0.8,hjust = 0.5))

ggplot(TS,aes(x=T6, y=0Occupation,col=Age))+geom_point(shape=15, size=3) + ggtitle("Threat Severity
Cyber Crime \n Found Someone Using Personal Detail and Report to Admin Website™) + theme(plot.title
= element_text(size=14, lineheight = 0.8,hjust = 0.5))

ggplot(TS,aes(x=T7, y=0Occupation,col=Age))+geom_point(shape=15, size=3) + ggtitle("Threat Severity
Cyber Crime \n Feel Safe personal detail When Online™) + theme(plot.title = element_text(size=14,
lineheight = 0.8,hjust = 0.5))

ggplot(TS,aes(x=T8, y=0Occupation,col=Age))+geom_point(shape=15, size=3) + ggtitle("Threat Severity
Cyber Crime \n Lost Money due to Cyber Crime") + theme(plot.title = element_text(size=14, lineheight
= 0.8,hjust = 0.5))

SE<-read_csv("Self_Efficacy.csv")
summary(SE)
View(SE)

ggplot(SE,aes(x=S1, y=Age,col=0ccupation))+geom_point(shape=15, size=3) + ggtitle("Self-Efficacy
\n Use strong password") + theme(plot.title = element_text(size=14, lineheight = 0.8,hjust = 0.5))
ggplot(SE,aes(x=S2, y=Age,col=0ccupation))+geom_point(shape=15, size=3) + ggtitle("Self-Efficacy
\n activing firewall and use antivirus") + theme(plot.title = element_text(size=14, lineheight = 0.8,hjust =
0.5))

ggplot(SE,aes(x=S3, y=Age,col=0ccupation))+geom_point(shape=15, size=3) + ggtitle("Self-Efficacy
\n block Spyware attack") + theme(plot.title = element_text(size=14, lineheight = 0.8,hjust = 0.5))
ggplot(SE,aes(x=S4, y=Age,col=0ccupation))+geom_point(shape=15, size=3) + ggtitle("Self-Efficacy
\n Secure Mobile Devices") + theme(plot.title = element_text(size=14, lineheight = 0.8,hjust = 0.5))
ggplot(SE,aes(x=S5, y=Age,col=0ccupation))+geom_point(shape=15, size=3) + ggtitle("Self-Efficacy
\n Upadate Software and install the latest one") + theme(plot.title = element_text(size=14, lineheight =
0.8,hjust = 0.5))

ggplot(SE,aes(x=S6, y=Age,col=0ccupation))+geom_point(shape=15, size=3) + ggtitle("Self-Efficacy
\n Protect data by Encryption sensitive files") + theme(plot.title = element_text(size=14, lineheight =
0.8,hjust = 0.5))

ggplot(SE,aes(x=S7, y=Age,col=0ccupation))+geom_point(shape=15, size=3) + ggtitle("Self-Efficacy
\n Review bank statement Regulary™) + theme(plot.title = element_text(size=14, lineheight = 0.8,hjust =
0.5))
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ggplot(SE,aes(x=S8, y=Age,col=0ccupation))+geom_point(shape=15, size=3) + ggtitle("Self-Efficacy
\n Secure Wireless Network™) + theme(plot.title = element_text(size=14, lineheight = 0.8,hjust = 0.5))

ggplot(SE,aes(x=F1, y=Age,col=0ccupation))+geom_point(shape=15, size=3) + ggtitle("Self-Efficacy
\n Created Trustworthy online Friendship with Strangers™) + theme(plot.title = element_text(size=14,
lineheight = 0.8,hjust = 0.5))

ggplot(SE,aes(x=F2, y=Age,col=0ccupation))+geom_point(shape=15, size=3) + ggtitle("Self-Efficacy
\n Ignored Emails from reputable Organizations with Odd/Excellent News™) + theme(plot.title =
element_text(size=14, lineheight = 0.8,hjust = 0.5))

ggplot(SE,aes(x=F3, y=Age,col=0ccupation))+geom_point(shape=15, size=3) + ggtitle("Self-Efficacy
\n Respond to SMS messages Advertising Competitions Offering Significant Prizes") + theme(plot.title
= element_text(size=14, lineheight = 0.8,hjust = 0.5))

ggplot(SE,aes(x=F4, y=Age,col=0ccupation))+geom_point(shape=15, size=3) + ggtitle("Self-Efficacy
\n Never Rely on Strangers' Online Identity Disclosures™) + theme(plot.title = element_text(size=14,
lineheight = 0.8,hjust = 0.5))

ggplot(SE,aes(x=F5, y=Age,col=0ccupation))+geom_point(shape=15, size=3) + ggtitle("Self-Efficacy
\n Never think About Paying Any Money for Services Provided by An Internet Website™) +
theme(plot.title = element_text(size=14, lineheight = 0.8,hjust = 0.5))

ggplot(SE,aes(x=F6, y=Age,col=0ccupation))+geom_point(shape=15, size=3) + ggtitle("Self-Efficacy
\n Willing to Agree with Internet Pals' Requests to Deposit Money ") + theme(plot.title =
element_text(size=14, lineheight = 0.8,hjust = 0.5))

ggplot(SE,aes(x=F7, y=Age,col=Occupation))+geom_point(shape=15, size=3) + ggtitle("Self-Efficacy
\n Aware Capable of Spotting the Most Recent Internet Frauds™) + theme(plot.title =
element_text(size=14, lineheight = 0.8,hjust = 0.5))

ggplot(SE,aes(x=F8, y=Age,col=Occupation))+geom_point(shape=15, size=3) + ggtitle("Self-Efficacy
\n Accept Strangers' Photos onthe Internet™) + theme(plot.title = element_text(size=14, lineheight =
0.8,hjust = 0.5))

ggplot(SE,aes(x=F9, y=Age,col=0ccupation))+geom_point(shape=15, size=3) + ggtitle("Self-Efficacy
\n Wouldn't Hesitate to Meet Up with Online Pals in Person™) + theme(plot.title = element_text(size=14,
lineheight = 0.8,hjust = 0.5))
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5.5.4 Proof of Survey

Cybercrime Behaviour During
Pandemic Covid-19 in Malaysia

Dear resectad respondents,
Assalamualoibum end Greetings Everyone!

My hartie b Nurul Syafqah Bintl Samaus | st Bachion of Computer
Soenon (Computer Systam & Networking) from Universiti Malaysia Panang
(UMP) currently conducting @ research study for my final year project under
Bugetvison Dr, Syfak Bint) [zhar Hisham (Fecuty of Computing)
Specifically,my renarch 1t to predict he crminlogy of cybercrime
behaviout during pandsenic cowid-19 1 Malaysta. This study in 1o il the
Quakication as Bachebor of Computer Science student in Universtl
Mataysha Pahang (UMP).

Tho ool of 1 wassarch i 16 exurrune Maluysiura’ swarnness of
oybercrime behaviour during pandemio COVID-19. The maln intestt of this
study 2 educational. As 3 result, | would greaty appeeciate I you took the
e 10 commplete ALL of the survey's sectioers and questions. Howerer
Itk you for your ene and effort given in order 1 B in Uis questicnnaine
Your sssistance in this attempt is much spprecisted

Resporden yang dihormat,
B pssotwmualaibun dan Sotam Sejahuma Senast

State ( Negeri) *

Status *

(O single (Bujang)
(O Married ( Berkahwin )
(O Widowed (Janda / Duda)

(O single Mother/ Father (Ibu / Ayah Tunggal )

Occupation ( Pekerjaan ) *
O Student ( Pelajor )
(O Employed (Bekerjo )

(O Unemployed ( Tidak Bekerja )

. Back Next Clear form

0 0 0 O O

mo@ O O O O O

Narma says Nurl Syafijah Binti Sarmas , Says mengambil grusen Serjana
Muda Sains Komputer (Komputer Sistem & Rangkalan) di Universti
Malaysia Pahang (UMP) sadarg menjalanken kaian selidi ureuk prowk
tahun akhir d O, Syok Binti tzhar ¥
Pengkoemputonnn) . Secars khusus, Kajlan i salah uriuk s
kriminclogl tngkah ke jenayah sber semase pandemik cond 19 di
Malaysia serta bagi memenuhi kelapakon sebagal pelajer Sarjana Muda
Saing Keenputen  Universit) Maluysia Pahang (UMP)

an

Matamat dalnh untuk gk akyat Malaysia
techadap tingkah laku jenayo® siber semass wabak COVID-16 Matlamat
wtarma kajlan ind adalah berdasarkan pendban Hasilnys, says smat
menghargel gk e itk genp

SEMUA batwsylan dan soalon tinjaisen. Wala bogalmanapan, saya amet
owrtenn ks o utiss s dan ussaha yaeg dRaokun untak mengis:
boreng soal selkfih i Bantusn anda dalam percubsan ini amat dihargal

1f you have any questions, please contact me

Nutut Syntagat Birts Saimau
syaficatsamsuigmait com

baogpiko 1 23Gymail com Swilch scrount @ Uralt vaene
* Requaes
Email*
ryafigabsamauigmail com
B Nen Cluar furm

This section will analyze parents’ ability to monitor their children for
protective and preventative actions against cybercrime. Please carefully
study the statement on the efficacy of the answer 1o see how far you agree
with it

Bahagian ini akan menganalisis keupayaan (bu bapa untuk memantau anak-
‘anak mereka untuk tindakan perlindungan dan pencegahan terhadap jenayah
siber. Sila teliti kenyataan tentang keberkesanan jawapan untuk melihat sejauh
mana anda bersetuju dengannya.

How many children do you have? *
Berapa bilangan anak anda?

O Nochiidyet
O 1onlychid
O 2-5¢hid

(O more than 5 child

Do you know

how many

hours a week

your child

spends

chatting online

with others

(Adakah anda

tahu berapa

pmawm O O O O O
seminggu
anda
menghabiskan
masa
bersembang
dalam talian
dengan orang
lain)

Is the devices
your child uses
keptin a high
traffic area in
your home
(Adakah
peranti yang (@) (©) O (@) O
digunakan
anak anda
disimpan di
Kawasan yang
wrafik tingg! di
rumah anda)

Cybercrime Behaviour During
Pandemic Covid-19 in Malaysia

ARG YT R 0 ) &
* Weguared
Gender ( Jantina ) *

O Muke | L )

) Femaie (Petempuan |

Age (Umur ) *

Q) 917 pears okt
) 18-7% yourz okt
) 2025 yearn ks

Q3

g above

Race (Bangsa) *
O Maley

€ Owane
O Indisn

) otha

Please tell us how much you agree or disagree with each *
statement.

Sila beritahu kami sejauh mana anda bersetuju atau tidak bersetuju
dengan setiap pernyataan

Strongle

oo Adree  Neual  Disagree

ery
Disgree
Limited the

‘amount of time

their spend on

gadget

(Hadkan (@) ©) O (@) (@)
jumlah masa

yang mereka

luangkan untuk

gajet)

Checked the
browser history
10 see which
sites they
visited
Mk O O O O O
‘browser
history' untuk
melihat laman
web yang
mereka lawati)

Do you know
your children's
online
passwords

(Adakah anda (@) D] O (&) (®)
tahu kata

laluan dalam

talian anak-

anak anda)

Do you allow
your child to
download any
game apps
(Adakah anda
membenarkan
anak anda
memuat turun
sebarang app
permainan)

0 0 0 0 O

Does your child
know of the
safety tips
(Adakah anak
anda tahu
tentang petua
keselamatan)

0O 00 0 0

Back Next Clear form
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This section s created to

evaluate your level of understanding regarding cybercrime. Please read
carefully to know your

understanding based on your perspective.

Bahagian ini dicipta untuk menilai tahap pemahaman anda mengena jenayah
siber. Sila baca d tellti untuk e
perspektif anda.

Do you have prior knowledge about criminology? *
Adakah anda mempunyai pengetahuan terdahulu tentang
kriminologi?

O Yes(Ya)
(O No (Tidak)

(® Maybe (Mungkin)

Do you have any experience in cyber crime? *
Adakah anda mempunyai pengalaman dalam jenayah siber?

® Yes(va)
(O No (Tidak)

(O Maybe (Mungkin)

This section will go through the chance of a person becoming a victim of
cybercrime.

adalah siber.

Please read the statement about threat vulnerability carefully to see *
how far you agree with it

Sila baca kenyataan tentang kelemahan ancaman dengan teliti untuk
melihat sejauh mana anda bersetuju dengannya.

Strongly

Agree  Neural Disagree

Stongle
Disagree
Have you ever

heard of

someone

being a victim

of cybercrime

(Penahiah

iy 0] o O O O
mendengar

seseorang

menjadi

mangsa

jenayah siber)

Have you ever
been hacked
through emal,
social net of

mmn 0 O O O (@)
anda digodam
melalul emel,

M jaringan sosial
Ataublog)

Do you feel
safe about

your
information

when you

online (Adakeh

watea O O O O O
selamat

tentang

maklumat

anda apabila

anda dalam

takian?)

Have you ever
lost money due
1o cyber crime

fonem © @ © O ©

kehilangan
wang akibat
Jenaysh siber)

Do you feel it is

essential to be

safe online?

(Adakah anda

igen O O O O O
asas untuk

selamat dalam

talian)

Do you think
that the laws in
effect are able
10 control
cyber criminal
(Adakah anda

BT o 06 ®© © ©

undana-

How many times have you been a victim of cyber crime? *
Berapa kali anda menjadi mangsa jenayah siber?

QO 1time
QO 2- Stimes
O Morethan 5 times

O Never

Which kind of cyber crime have you experienced?
Jenayah siber yang manakah pernah anda alami?
(Can choose more than 1)

0O Fraud (Penipuar)

[ Cyber Gambiing (Perjudian Siber)

(O Pomography (Pormograf)

[ Theft Information (Kecurian Makiumat)

(] Hackers (Penggodam)

(O rising Attack (Spam)

[0 Ransomware Attack (Serangan Ransomware)

[0 other:

Do you allow
others
(Friends,
relatives) to
use your
personal |0
(Adakah anda
it 6 ] 0 (¢ TR
orang lain
(Rakan,
saudara mara)
menggunakan
1D peribadi
anda)

Have you seen
anything on
the news about
peogle being
harassed
online
(Pemahkah
wn O O O O O
apa-apa
mengenal
berita tentang
orang yang
diganggu
dalam talian)

This section will explain about a persor's ability 1o take precautions with
their own device associated with the p d comort when doing
preventive actions onfine. Please read carefully how far you agree with the
statement regarding self-efficacy based on your opinion,

Bahagian n! ak: ke
o )
P mereka

o a2 L4 L 7 !“
dengan proses dan keselesaan semasa melakukan tindakan pencegahan
ol talan. S baca dengan tet seuh mana anda bersetudengan

anda

Do you have an antivirus software installed on your PC/Mac?

Adakah anda mempunyai perisian antivirus yang dipasang pad_
PC/Mac anda?

QO Yes(¥s)

O No(mdak)

O Maybe (Mungiin)

Please read the statement about your experiences online carefully *
to see how far you agree with it

Sila baca kenyataan tentang pengalaman anda dalam talian dengan
telti untuk melihat sejauh mana anda bersetuju dengannya.

Yes No P"_':’:: *
Ive been cyberbulied
victim (Saya pernah
menjadi mangsa o o O
Siberbuil)

Ive cyberbullied someone

else. (Saya pernah (@) (@] (@)

Siberbuli seseorang)

Someone else has

pretended to me online.

(Seseorang telah (@] (@) (@)
menyamar menjadi saya

dalam talian)

Someone has sent/share

‘me messages with sexual

content (Seseorang telah

‘menghantar/berkongsikan (0] O O
mesej dengan kandunagn

seksual kepoda soya)

Tve been the victim of

fraud online and lost

imoney. (Saya telah

menjadi mangsaperipuan o o
dalam talian den

kehilangan wang)

Back Noxt Cloar form

Have you
found
someone
using your
phato, profile,
bank detail (In
social network)
or duplicating

menggunakan
foto, profil,
butiran bank
anda (Dalam
rangkaian
sosial) atau

If you have
found
someone
using your
photo, profile,
bank detail, did
you report to
admin website
(Jika anda
telahmenemui O (@] (@) (@] (@]
seseorang
menggunakan
foto, profil,
butiran bank
anda, adakah
anda
melaporkan

Have you ever experiences any of these situation? o
Adakah anda pernah mengalami mana-mana situas! ini?
O Trojan or matware

D Auto generated mails 1o your nbox (Mel yang dijana secara
automatik ke peti mosuk anda)

D Confidential reports/ Information being hacked (Laporan sulit/
Makiumat digodam)

D Publishing obscure material on your profiles (Menerbitkan bahan
yang tidak jelas pada profil anda)

D Never experienced such situation (Tidak pemah mengalan situasi
‘sedemikian)

Rate how much you protect your devices. ¢
Nilaikan sejauh mana anda melindungi peranti anda.

Very
Good Poor  Very Poor
Good % 7
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computes by
activatethe
firewall and use
anti-
virus/malware
software.
wmw 0 0 O 0 O
dengan

mengakifkan

firewall dan

qunakan

perisian anti-

virus/malware,)

Block Spyware
attacks. (Sekat
serangan
Spyre)

0 0 06 0O

Secure mobile
] Gevices

0O 0 0 0O

beh of parti in online fraud B

Tingkah laku peserta jenayah siber dalam kebimbangan penipuan
dalam talian

Strongly Strongly
A Agree  Neural  Disagree Disagree
Created 2
trustworthy

friendship with
strangers

O 0 0 O O
dalam talian
yang boleh
dipercayai
dengan orang
yang tidak
dikenali)

Ignored emails
from reputable
organisations
with odd o
excellent news.
(Mengabaikan
emel daripada
organisasi

0 0 0 O O

dengan berita
ganiil atay
bagus)

Wherewould you et helpful advice about staying online? "
Di manakah anda akan mendapatkan nasihat berguna tentang keka!
dalam tafian?

[0 Parents (ibuBapa)

7] Brother /sister (Abang / Kekak)

[0 Asocialworker Pekera Sosia)

[0 Teachers / Lecturer (Ckgu/Pensyarat)

[0 Friends (Rakenakan)

[0 Webstes / Apps Laman Web / App)

(1] Anotherpersontrust (Orang yang sy percayal)

(0 1 would never a for aice(Tdekakan meminta nasiat)

.

Clear form

Install the latest
operating
system and
software
updates.
(Pasang sistem
pengendalian
dan kemas kinl
perisian terkini)

Protect data by
using
encryption
sensitive files.
(Lindungi data
dengan
menggunakan
enkripsi fail
yang penting)

Review bank
and credit card
statements
regulary.
(Semak penyata
bank dan kad
kredit dengan
kerap.)

Secure wireless
network

0O O O O

(D ™4s coestion reques ons response pr row

B Back Next

O O O O

Cloar form

O

Th he A "

measures against scams and will take into account the individual's belief in
the perceived advantages of action. Please read carefully how far you agree

with regarding of S
Your opinion.
Bahagi langkah
indungan terhad kan
Individu P yang dillhat. gan tellt sefauh

berdasarkan pendapat anda.

Spor

How well you feel your has school prepared you for dealing with ~ *
cyber threats?

Sejauh manakah anda merasakan bahawa sekolah anda telah
menyediakan anda untuk cara menangani ancaman siber?

Q Verywell
QO wel

(O Neither well nor inadequately
Q Inadequately

Q Notatal

© cepost
money. (Refa

bersetuju

e 0 O o o0 ©
permintaan

rdznad

Internet untuk.

‘mendepositkan

wang.)

awore of and
capable of

spotting the
mast recent

k[
e, © © © o ©
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